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QUESTION 1

View the exhibit, which contains a session table entry, and then answer the question below.

0=6 O ate= duratio 3 timeout=300 f£la 00000000
sockport=0 ':l-.-"_'.'.d.'. 0 use

ly pre-
16%7.1., 1(
al i
o/(0,0),

B -

21 auth_info=0 chk _client

npu s 0
npu info: flag /0x00, offload=0/0, ips offload=0, epid=0/0, ipid=0/0, wlan=0x0000/0x0000
vlifid=0/0, wtag_in=0x0000/0x0000 in_npu 0, out_npu=0/0, fwd_en=0/0, gid=0/0

Which one of the following statements is true regarding FortiGates\\'s inspection of this session?
A. FortiGate applied flow-based inspection.

B. FortiGate applied proxy-based inspection.

C. FortiGate forwarded this session without any inspection.

D. FortiGate applied NGFW flow-based inspection.

Correct Answer: B

QUESTION 2

View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.
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Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in vd O

:0->10.200.4.1:0

1 tun=intf/0 mode=auto/1 =none/0

e
=10 olas dis

dpd: » anc 0ns ; 3 coun cno=0

natt: int U remote po

Based on the output, which one of the following statements is correct?
A. Quick mode selectors are disabled.

B. DPD is disabled.

C. Anti-replay is enabled.

D. Remote gateway IP is 10.200.5.1

Correct Answer: C

QUESTION 3

What configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode?
(Choose two.)

A. mem-failopen
B. ips-failopen
C. utm-failopen
D. av-failopen

Correct Answer: BD

QUESTION 4

View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.
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# diagnose s
ion info: rot 6 b= 3597 timeout=3600

Ca
ca

llow err): org

gin - 2t, reply pre
guy=100.64.1.254/10.0.1.10
hook=post dir=org act=snat 10.0.1.10:65
hook=pre dir=reply act=dnat 54.192.15.1

(before,after) O0/({0,0), O/ (0,0}

1 0 policy_id=1 auth infc chk client_ info= 1=0
serial=00000098 tos=ff/ff i view=0 app list=0 app=0
dd type=0 dd mode=0 B

Ci
~
Te)

If the HA ID for the primary unit is zero (0), which one of the following statements about the output is true?
A. This session is for HA heartbeat traffic.

B. This session cannot be synced with the slave unit.

C. The master unit is processing this traffic.

D. The inspection of this session has been offloaded to the slave unit.

Correct Answer: C

QUESTION 5

What does the dirty flag mean in a FortiGate session?

A. The session must be removed from the former primary unit after an HA failover.
B. Traffic has been identified as from an application that is not allowed.

C. The next packet must be re-evaluated against the firewall policies.

D. Traffic has been blocked by the antivirus inspection.

Correct Answer: C
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