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QUESTION 1

What is the purpose of an internal segmentation firewall (ISFW)?

A. ltis the first line of defense at the network perimeter.

B. It inspects incoming traffic to protect services in the corporate DMZ.

C. Itis an all-in-one security appliance that is placed at remote sites to extend the enterprise network.
D. It splits the network into multiple security segments to minimize the impact of breaches.

Correct Answer: D

QUESTION 2

View the exhibit, which contains the output of a debug command, and then answer the question below.

FGT # get router info ospf interface port4
port4 is up, line protocol is
Internet Address 172.20.121.236/24, Area 0.0.0.0, MNTU 1
ces: Router ID 0.0.0.4, Network T"pv EROADCAST,
iz 1 sec, State DROther, Priority 1
Designated Router (ID) 172.20. 141.9, Interface Addre:
Backup Designated Router (ID) O 1, Interface Adc

Timer intervals configured, Hello 10.000, Dead 40,
Hello due in 00:00:05

Neighbor Count is 4, Adjacent neighbor count is 2

Crypt Secuence Number is 411

Hello received 106 sent ?, DD rece

LS5—Reqg received 2 sent 2, L3-Upd rece

L3—Ack received 4 sent 3, Dlscatdcd 1

Which of the following statements about the exhibit are true? (Choose two.)
A. Port4 is connected to the OSPF backbone area.

B. In the network connected to port4, two OSPF routers are down.

C. The local FortiGate is the backup designated router.

D. The local FortiGate\\'s OSPF router ID is 0.0.0.4.

Correct Answer: AD

QUESTION 3

When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filler web requests
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when the client browser does not provide the server name indication (SNI) extension ?
A. FortiGate switches to the full SSL inspection method to decrypt the data.

B. FortiGate blocks the request without any further inspection.

C. FortiGate uses the Issued T: field in the server\\'s certificate.

D. FortiGate uses the requested URL from the user\\'s web browser.

Correct Answer: C

QUESTION 4

View the exhibit, which contains the output of diagnose sys session stat, and then answer the question below.

NGFW-1 # diagnos
misc info: : up rat exp count=0 clash=162
removesah le=0

TCP sessions:
166 in NONE
1 in ESTABLI
3 in SYN SENT :
2 in TIME WAIT :
firewall error stat:

error2=00000000

error3=00000000

error4=00000000
tt=00000000
cont=00000000

10000000
url recv=00000000
av

fodn count=00000006
global: ses limit=0 ses6_ limit=0 rt limit=0 rt6_ limit=0

Which of the following statements about the output shown are correct? (Choose two.)
A. There are 166 TCP sessions waiting to complete the three-way handshake.

B. All the sessions in the session table are TCP sessions.

C. There are 0 ephemeral sessions.

D. No sessions have been deleted because of memory pages exhaustion.

Correct Answer: CD
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QUESTION 5

What does the dirty flag mean in a FortiGate session?

A. The session must be removed from the former primary unit after an HA failover.
B. Traffic has been identified as from an application that is not allowed.

C. The next packet must be re-evaluated against the firewall policies.

D. Traffic has been blocked by the antivirus inspection.

Correct Answer: C
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