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QUESTION 1

What is the purpose of an internal segmentation firewall (ISFW)? 

A. It is the first line of defense at the network perimeter. 

B. It inspects incoming traffic to protect services in the corporate DMZ. 

C. It is an all-in-one security appliance that is placed at remote sites to extend the enterprise network. 

D. It splits the network into multiple security segments to minimize the impact of breaches. 

Correct Answer: D 

 

QUESTION 2

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below. 
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Why didn\\'t the tunnel come up? 

A. The remote gateway is using aggressive mode and the local gateway is configured to use main mode. 

B. The remote gateway\\'s phase 1 configuration does not match the local gateway\\'s phase 1 configuration. 

C. The remote gateway\\'s phase 2 configuration does not match the local gateway\\'s phase 2 configuration 

D. The pre-shared keys do not match. 

Correct Answer: B 

 

QUESTION 3

What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.) 

A. OSPF IP MTUs match. 

B. OSPF costs match. 

C. OSPF peer IDs match. 

D. IP addresses are in the same subnet. 

E. Hello and dead intervals match. 

Correct Answer: ADE 

 

QUESTION 4

View the following FortiGate configuration. 
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All traffic to the Internet currently egresses from port1. The exhibit shows partial session information for Internet traffic
from a user on the internal network. 

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user\\'s session? 

A. The session would be deleted, so the client would need to start a new session. 

B. The session would remain in the session table, and its traffic would still egress from port1. 

C. The session would remain in the session table, and its traffic would start to egress from port2. 

D. The session would remain in the session table, but its traffic would now egress from both port1 and port2. 
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Correct Answer: B 

 

QUESTION 5

View the exhibit, which contains the output of diagnose sys session list, and then answer the question below. 

If the HA ID for the primary unit is zero (0), which one of the following statements about the output is true? 

A. This session is for HA heartbeat traffic. 

B. This session cannot be synced with the slave unit. 

C. The master unit is processing this traffic. 

D. The inspection of this session has been offloaded to the slave unit. 

Correct Answer: C 
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