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QUESTION 1

What is the purpose of an internal segmentation firewall (ISFW)?

A. ltis the first line of defense at the network perimeter.

B. It inspects incoming traffic to protect services in the corporate DMZ.

C. Itis an all-in-one security appliance that is placed at remote sites to extend the enterprise network.
D. It splits the network into multiple security segments to minimize the impact of breaches.

Correct Answer: D

QUESTION 2

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.

responder: m&ain mode

incoming proypo
proposal id =
protocol id
trans_id
encapsulation = IKE/none
ELEY ENCRYPT

61b0f6/0000000000000000
3 61b0f6/0000000000000000
o6

o o G

(1]

(a1

KLEY HASH ALG,
val
ike 0O: 68 8 type=AUTH METHOD,
val=PRESHA -
ike 0O:c49e 6 278: type=0AKLEY GROUPF,
val -
ike 278: ISAEMP SA lifetime=86400
ike : 646861b0£6/0000000000000000:278: my proposal, gw VPHN:
ike L 861b0£6/0000000000000000:278: proposal id = 1:
ike 6 protocol id = ISAKMP:
ike 2 61b0f6/000000000000000 trans id = KEY IKE.
ike &
i1ke
wval
ike
val=
ike =13 278 type=AUTH METHOD,
val= EY -
ike O ) 276 OLKLEY GROUP,
val B
ike 0O:cH . 5 278 SAEMP S lifetime=86400

bOf£6/0000000000000001 8 encapsulation = IKE/none

o

.

en=256

1

1

»1b0f6/0000000000000000 : 2 type=0QAKLEY ENCRYPT ALG,
1 = Al

1

O 0

5

(]
RO = O
(=

bO£6/0000000000000000:278 type=0AKLEY HASH ALG,

ike = i 61h0OLf6/0000000000000000
ike N ISAKHP SA Error: ike 0:cA4S 656 : no SA
proposal chosen
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Why didn\\'t the tunnel come up?

A. The remote gateway is using aggressive mode and the local gateway is configured to use main mode.

B. The remote gateway\\'s phase 1 configuration does not match the local gateway\\'s phase 1 configuration.
C. The remote gateway\\'s phase 2 configuration does not match the local gateway\\'s phase 2 configuration
D. The pre-shared keys do not match.

Correct Answer: B

QUESTION 3

What conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.)
A. OSPF IP MTUs match.

B. OSPF costs match.

C. OSPF peer IDs match.

D. IP addresses are in the same subnet.

E. Hello and dead intervals match.

Correct Answer: ADE

QUESTION 4

View the following FortiGate configuration.
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config system global
sSet snat-route-change disable

end
config router static
edic 1
set gateway 10.200.1.254
set priority 5
set device "portcl"”
next
edit2
set gateway 10.200.2.254
set priority 10
set device "porcz®
next
encl

All traffic to the Internet currently egresses from portl. The exhibit shows partial session information for Internet traffic
from a user on the internal network.

timeouc=3600 flags=00000000

kbps) :
org pr

:91:97
id=1 auth info=0 chk client info=0
s=ff/ff app lisct=0 app=0 url ca
rpdb > 4 oooooo
dd type=0 dd mwode=0
npu_state=0x00
npu inf flag=0x00/0: v & d=0/0 : ff 1o ipid=0/0, wvlan=0x0000/0x0000
viifid=0/ vtag_ X /0x / / Ewd_en=0/0, gid=0/0
no ofld reason:

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user\\'s session?
A. The session would be deleted, so the client would need to start a new session.

B. The session would remain in the session table, and its traffic would still egress from port1.

C. The session would remain in the session table, and its traffic would start to egress from port2.

D. The session would remain in the session table, but its traffic would now egress from both portl and port2.
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Correct Answer: B

QUESTION 5

View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

# diagnose s

session info: rOCO=6 3 expi 3 7 timeout=3600
flags=00000000

origin-shaper=

reply-shaper=

llo U_E‘EL‘ ) :

reply pr

hook=post dir
hook=pre dir=reply act=dnat 54.,192.15.18
sefore,after) 0/ (0,0), O/(0,0)
=0 policy_id=1 auth inif« chk client_info=0 v
serial=00000098 tos=ff/ff ips view=0 app list=0 app=0
dd type=0 dd mode=0 a _

If the HA ID for the primary unit is zero (0), which one of the following statements about the output is true?
A. This session is for HA heartbeat traffic.

B. This session cannot be synced with the slave unit.

C. The master unit is processing this traffic.

D. The inspection of this session has been offloaded to the slave unit.

Correct Answer: C
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