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QUESTION 1

Which of the following are features of network share scanning of FortiSandbox? (Choose two.) 

A. Move clean files to a separate network share. 

B. Replace suspicious files with a replacement message. 

C. Detect malicious URLs. 

D. Detect network attacks. 

Correct Answer: AB 

Reference: https://help.fortinet.com/fsandbox/olh/2-5-1/Document/900_Scan%20Input/900_Network%
20Share/100_Network%20Share.htm 

 

QUESTION 2

Which of the advanced threat protection solutions should you use to protect against an attacker may take during the
lateral movement stage of the kill chain? (Choose two.) 

A. FortiClient and FortiSandbox 

B. FortiMail and FortiSandbox 

C. FortiGate and FortiSandbox 

D. FortiWeb and FortiSandbox 

Correct Answer: BD 

 

QUESTION 3

Examine the virtual Simulator section of the scan job report shown in the exhibit, then answer the following question: 
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Based on the behavior observed by the virtual simulator, which of the following statements is the most likely scenario? 

A. The file contained a malicious image file. 

B. The file contained malicious JavaScript. 

C. The file contained a malicious macro. 

D. The file contained a malicious URL. 

Correct Answer: B 

 

QUESTION 4

Which of the kill chain stages does Fortinet\\'s advanced threat protection solution block? (Choose three.) 

A. Command and control 

B. Delivery 

C. Reconnaissance 

D. Lateral movement 

E. Weaponization 

Correct Answer: ACD 

 

QUESTION 5

Which FortiWeb feature supports file submission to FortiSandbox? 

A. Attack signature 

NSE7_ATP-2.5 VCE Dumps | NSE7_ATP-2.5 Exam Questions | NSE7_ATP-2.5 Braindumps                               3 / 4

https://www.pass4itsure.com/nse7_atp-2-5.html
https://www.pass4itsure.com/nse7_atp-2-5.html
https://www.pass4itsure.com/nse7_atp-2-5.html


https://www.pass4itsure.com/nse7_atp-2-5.html
2024 Latest pass4itsure NSE7_ATP-2.5 PDF and VCE dumps Download

B. Credential stuffing defense 

C. IP reputation 

D. File security 

Correct Answer: C 
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