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QUESTION 1

Which of the following are Fortiweb\\'s roles when integrated with FortiSandbox? (Choose two.)
A. Share threat information

B. Prevent outbreaks

C. Generate a verdict

D. Block known threats

Correct Answer: AD

QUESTION 2

FortiSandbox generates structured threat information exchange (STIX) packages for which of the following threats?
(Choose two.)

A. Botnet connections
B. Malware

C. Intrusion attempts
D. Malicious URLs
Correct Answer: AC

Reference: https://docs.fortinet.com/document/fortisandbox/3.0.3/administration-guide/170699/ioc-package

QUESTION 3

When using FortiSandbox in sniffer-mode, you should configure FortiSandbox to inspect both inbound and outbound
traffic.

What type of threats can FortiSandbox detect on inbound traffic? (Choose two.)
A. Botnet connections

B. Malware

C. Malicious URLs

D. Intrusion attempts

Correct Answer: AD

QUESTION 4
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Which of the following actions are performed by FortiSandbox at the static analysis stage?

A. All activity is monitored and recorded while the sample is executed in a virtual environment.

B. The sample\\'s file type is determined and submitted into the appropriate scan job queue.

C. The sample behavior is analyzed and embedded objects are extracted for analysis.

D. Embedded attachments are scanned using the FortiGuard antivirus engine and the latest signature database.

Correct Answer: D

QUESTION 5

Which samples can FortiClient submit to FortiSandbox for analysis? (Choose two.)
A. Downloads from emails

B. URLs from web requests

C. Command and control traffic D. Files from removable storage

Correct Answer: AC
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