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QUESTION 1
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Examine the System Information widget shown in the exhibit, then answer the following question:

== System Information

!q-

7
LI

x

Unit Type

Host Name

Serial Number
System Time
Firmware Version

VM License

Current User
Uptime
Windows VM
Microsoft Office

VM Internet Access

System Configuration

FDN Download Server

Standalone

FSAVMOI000009553 [Change]
FSAVMOI000009553

Fri Dec 1 16:35:52 2017 UTC [Change]
v?2.5.0,buildD322 (Interim) [Ipdate]
o [Upload License]

Last Backup: N/A [Backup/Restore]
admin

0 day(s) 10 hour(s) 4 minute(s)

&

0 [Upload License]
[(SIMNET ON)]

@

Which of the following inspections will FortiSandbox perform on samples submitted for sandboxing? (Choose two.)

A. URL rating on FQDN seen in DNS requests

B. IP reputation check on callback connections

C. Antivirus inspection on downloaded files

D. URL rating on HTTP GET requests

Correct Answer: CD
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QUESTION 2

Which samples can FortiClient submit to FortiSandbox for analysis? (Choose two.)
A. Downloads from emails

B. URLs from web requests

C. Command and control traffic D. Files from removable storage

Correct Answer: AC

QUESTION 3

Which FortiSandbox diagnostic command should you use to diagnose Internet connectivity issues on port3?
A. ping

B. tcpdump

C. test-network

D. traceroute

Correct Answer: D

Reference: https://dokumen.tips/documents/fortios-54-cookbook-fortinet-docs-
fortinetknowledgebasetechnicaldocumentation-.html

QUESTION 4

Which of the kill chain stages does Fortinet\\'s advanced threat protection solution block? (Choose three.)
A. Command and control

B. Delivery

C. Reconnaissance

D. Lateral movement

E. Weaponization

Correct Answer: ACD

QUESTION 5
Which of the following advanced threat protection are capable of preventing patient-zero infections? (Choose two.)

A. FortiWeb and FortiSandbox
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B. FortiClient and FortiSandbox

C. FortiMail and FortiSandbox

D. FortiGate and FortiSandbox

Correct Answer: AD

FortiGate Enterprise Firewall Platform provides the industry\\'s highest- performing firewall capabilities, and Fortinet\\'s

FortiGuard Security Subscription Services provide the industry\\'s highest level of threat research, intelligence, and
analytics. Reference: https://www.fortinet.com/content/dam/fortinet/assets/alliances/2019/sb-fortinet-alliancesziften.pdf
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