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QUESTION 1

View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.

Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in vd 0
name=VPN ver=1 serial=1l 10.200.5.1:0->10.200.4.1:0
bound if=3 lgwy=static/l tun=intf/0 mode=auto/l1 encap=none/0
proxyid num=1l child num=0 refecnt=15 ilast=10 olast=792 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: mode=on-demand on=1 idle=20000 ms retry=3 count=0 seqno=0
natt: mode=none draft=0 interval=0 remote port=0
proxyid=VPN proto=0 sa=1 ref=2 serial=1l
src: 0:10.1.2.0/255.255.0:0
dst: 0:10.1.1.0/255.255.255.0:0
SA: ref=3 options=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=2048 seqno=1 esn=0
replaywin lastsegq=00000000
life: type=01 bytes=0/0 timeout=43177/43200
dec: spi=ccclf66d esp=aes key=16 2B0ebcd6f9bacchbac771556c464ffbhd
ah=shal key=20 c68091d68753578785de6a7a6b276b506c527efe
enc: spi=dfl4200b esp=aes key=16 b02a7e9f5542b6%9aff6aa391738ee393
ah=shal key20 889f7529887c215c25950be2ba83e6felab367be
dec:pkts/bytes=0/0, enc:pkts/bytes=0/0

Based on the output, which of the following statements is correct?
A. Anti-reply is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.

D. Remote gateway IP is 10.200.5.1.

Correct Answer: A

QUESTION 2

View the exhibit, which contains the output of get sys ha status, and then answer the question below.
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NGFW # get sys ha status
HA Health Status: ok
Model: FortiGateOVM64
Mode: HAA-P
Group: 0
Debug: 0
Cluster Uptime: 0 days 01:07:35
Master selected using:
<2017/04/24 09:43:44> FGVMO010000077649 is selected as the master because it has the largest value of override pr
<2017/04/24 08:50:53> FGVMO010000077 is selected as the master because it's the only member in the cluster.
ses_pickup: disable
override: enable
Configuration Status:
FGVMO010000077649(updated 1 seconds ago): in-sync
FGVMO010000077650(updated 0 seconds ago): out-of-sync
System Usage stats:
FGVMO010000077649(updated 1 seconds ago):
sessions=30, average-cpu-user/nice/system/idle=0%/0%/0%/100%, memory-60%
FGVMO010000077650(updated 0 seconds ago):
sessions=2, average-cpu-user/nice/system/idle=0%/0%/0%/100%, memory-61%
HBDEYV stats:
FGVMO010000077649(updated 1 seconds ago):
port?7: physical/10000full, up, rx-bytes/packets/dropped/errors=7358367/17029/25/0, tx=7721830/17182/0/0
FGVMO010000077650(updated 0 seconds ago):
port?7: physical/10000full, up, rx-bytes/packets/dropped/errors=7793722/17190/0/0, tx=8940374/20806/0/0
Master: NGFW/ , FGVM010000077649
Slave : NGFW-2 , FGVMO010000077650
number of vcluster: 1
vcluster 1: work 169.254.0.2
Master:0 FGVM0100000077649
Slave :1 FGYM0100000077650

Which statements are correct regarding the output? (Choose two.)
A. The slave configuration is not synchronized with the master.

B. The HA management IP is 169.254.0.2.

C. Master is selected because it is the only device in the cluster.
D. port 7 is used the HA heartbeat on all devices in the cluster.

Correct Answer: AC

QUESTION 3

Examine the output of the “get router info bgp summary\\' command shown in the exhibit; then answer the question
below.
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Student# get router info bgp summary
BGP router indentifier 10.200.1.1, local AS number 65500
BGP table version is 2

1 BGP AS-PATH entries
0 BGF community entries

Neighbor V AS MsgRevd MsgSent ThbiVer InQ OutQ Up/Down StatePfxRed
10.200.3.1 4 65501 o2 112 0 0 0 never Connect

Total number of neighbors 1

Which statement can explain why the state of the remote BGP peer 10.200.3.1 is Connect?

A. The local peer is receiving the BGP keepalives from the remote peer but it has not received any BGP prefix yet.
B. The TCP session for the BGP connection to 10.200.3.1 is down.

C. The local peer has received the BGP prefixed from the remote peer.

D. The local peer is receiving the BGP keepalives from the remote peer but it has not received the OpenConfirm yet.

Correct Answer: B

QUESTION 4

View the exhibit, which contains an entry in the session table, and then answer the question below.

session info: proto=6 proto state=11l duration=53 expire=265 timeout=300 flags=00000000
sockflag=00000000

origin-shaper=

reply-shaper=

per_ip shaper=

ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

user=AALI state=redir log local may dirty npu nlb none acct-ext

statistic (bytes/packets/allow err): org=2651/17/1 reply=19130/28/1 tuples=3

tx speed (Bps/kbps): 75/0 rx speed (Bps/kbps): 542/4

orgin->sink: org pre->post, reply pre->post dev=7->6/6->7 gwy=172.20.121.2/10.0.0.2
hook=post dir=oxrg act=snat 192.167.1.100:49545—>216.58.216.238:443(172.20.121.96:49545)
hook=pre dir=reply act=dnat 216.58.216.238:443->172.20.121.96:49545 (192.167.1.100:49545)
hook=post dir=reply act=noop 216.58.216.238:443->192.167.1.100:49545 (0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

src mac=08:5b:0e:6c:7b:7a

misc=0 policy id=21 auth info=0 chk client info=0 vd=0

serial=007£2948 tos=ff/ff app list=0 app=0 url cat=41

dd type=0 dd mode=0

npu_state=00000000

npu info: f£lag=0x00/0x00, offload=0/0, ips offload=0/0, epid=0/0, ipid=0/0, v1lan=0x0000/0x0000
v1ifid=0/0, vtag in=0x0000/0x0000 in npu=0/0, out npu=0/0, fwd en=0/0, gid=0/0
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Which one of the following statements is true regarding FortiGate\\'s inspection of this session?

A. FortiGate applied proxy-based inspection.

B. FortiGate forwarded this session without any inspection.

C. FortiGate applied flow-based inspection.

D. FortiGate applied explicit proxy-based inspection.

Correct Answer: B

QUESTION 5

Examine the output from the “diagnose vpn tunnel list\' command shown in the exhibit; then answer the question

below.

#diagnose vpn tunnel list

nams-Dial Up 0 ver=1 serial=5 10.200.1.1:4500->10.200.3.2: 64916 lgwy=static

nun=intf mode=dial_inst.bound 1f=2
parent=DialUp index=0
proxyvid_um=1 child num=0 refent=8 ilast=4 olast=4
stat: rxp=104 txp=8 rxb=27392 txb=480
dpd: mode=active on=1 1dle=5000ms retry=3 count=0 segno=70
natt: mode=silent drafi=32 interval= 10 remote_port=64916
proxyid= DialUp proto=0 sa=1 ref=2 senal=1 add-route
src: 0:0.0.0.0.-255.255.255.255:0
dst: 0:10.0.10.10.-10.0.10.10:0
SA: ref=3 options= 00000086 type=00 soft=0 mtu=1422 expire =42521
replaywin=2048 seqno=9
life: type=01 bytes=0/0 timeout=43185/43200
dec: spi=cb3a632a esp=aes key=16 7365¢17a8fd555ec38bffa47d650c1a
ah=shal key=20 946bfb9d23b8b53770dcf48ac2af82b8ccchaalds
enc: spi=da6d28zc esp=aes key=16 3dcf44ac7c816782ea3d0c9a977ef543
ah=shal key=20 7cfde587592fc4635ab8db8ddf0d851d868b243f
dec:pkts/bytes=104/19926, enc:pkts/bytes=8/1024

Which command can be used to sniffer the ESP traffic for the VPN DialUP_07?
A. diagnose sniffer packet any “port 500\

B. diagnose sniffer packet any “esp\\
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C. diagnose sniffer packet any “host 10.0.10.10\\
D. diagnose sniffer packet any “port 4500\

Correct Answer: B
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