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A FortiGate device has the following LDAP configuration: The LDAP user student cannot authenticate. The exhibit
shows the output of the authentication real time debug while testing the student account:

config user ldap
edit “WindowsLDAP”

set
set
p=1=
set
sec

server “10.0.1.10"
cnid “ecn”

dn “en=user, dec=trainingAD, dc=training, dec=lab”

type regular
username “cn=administrator,

de=training, dc=lab”
set password XXXXX

next
end

#diagnose debug application fnbamd -1
#diagnose debug enzble
#diagnose test authserver ldap WindowsLDAP student password
fnbamd_fsm.c[1819] handle_req-Recvd auth req 4 for student in WindowsLDAP

opt=27 prot=0

cn=users, dc=trainingAD,

fnbamd_fsm.c[336] compose _group_list_from_req_Group ‘“WincowsLDAP’
fnbamd _pop3.¢[573] fnband pop3_start-student
fnbamd_cfg.c[932] fnbamd _cfg-get ldap_:ist_by_server-Loading LDAP server
“WindowsLDAP*
fnbamd_ldap.c[992] resolve_ldap_FQDN-Resolved address 10.0.1.10, result 10.0.1.10
fnbamd_fsm.c[428] create  auth_session-Total 1 server (s) to try
fnbamd_ldap.c[1700] fnbamd_ldap_get_result-Error in ldap result: 49

(Invalid credentials)
fnbamd_ldap.c[2028] fnbamd _ldap get result-Auth denied

fnbamd_auth.c[2188] fnbamd_auth_poll_ldap-Result for Idap svr 10.0.1.10 1s denied
fnbamd_comm.c[169] fnbamd_comm_send_result-Sending result 1 for req 4
tnbard_fsm.c[568] destroy_auth_session-delete session 4

authenticate ‘student’ against “WindowsLDAP" failed!

Based on the above output, what FortiGate LDAP settings must the administer check? (Choose two.)

A. cnid.
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B. username.
C. password.
D. dn.

Correct Answer: BC

QUESTION 2

The CLI command set intelligent-mode controls the IPS engine\\'s adaptive scanning behavior. Which of the following
statements describes IPS adaptive scanning?

A. Determines the optimal number of IPS engines required based on system load.

B. Downloads signatures on demand from FDS based on scanning requirements.

C. Determines when it is secure enough to stop scanning session traffic.

D. Choose a matching algorithm based on available memory and the type of inspection being performed.

Correct Answer: D

QUESTION 3

A FortiGate is rebooting unexpectedly without any apparent reason. What troubleshooting tools could an administrator
use to get more information about the problem? (Choose two.)

A. Firewall monitor.
B. Policy monitor.
C. Logs.

D. Crashlogs.

Correct Answer: CD

QUESTION 4

View the exhibit, which contains a session entry, and then answer the question below.

NSE7 VCE Dumps | NSE7 Study Guide | NSE7 Braindumps 3/5


https://www.pass4itsure.com/nse7.html
https://www.pass4itsure.com/nse7.html
https://www.pass4itsure.com/nse7.html

VCE & PDF https://www.pass4itsure.com/nse7.html
a 2024 Latest passditsure NSE7 PDF and VCE dumps Download

— PassditSure.com

session info: proto=1 proto state=00 duration=1 expire=59 timeout=0 flags=00000000
sockflag=00000000 sockport=0 av idx=0 use=3

origin—-shaper=

reply-shaper=

per ip shaper=

ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=log may dirty none

statistic (bytes/packets/allow err): org=168/2/1 reply=168/2/1 tuples=2

tx speed (Bps/kbps): 97/0 rx speed(Bps/kbps): 97/0

orgin->sink: org pre->post, reply pre->post dev=9->3/3->9 gwy=10.200.1.254/10.1.0.1
hook=post dir=org act=snat 10.1.10.10:40602->10.200.5.1:8(10.200.1.254/10.1.0.1
hook=pre dir=reply act=dnat 10.200.5.1:60430->10.200.1.1:0(10.1.10.10:40602)
misc=0 policy id=1 auth info=0 chk client info=0 vd=0

serial=0002a5c9 tos=ff/ff app list=0 app=0 url cat=0

dd type=0 dd mode=0

Which statement is correct regarding this session?

A. It is an ICMP session from 10.1.10.10 to 10.200.1.1.

B. Itis an ICMP session from 10.1.10.10 to 10.200.5.1.

C. Itis a TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1.
D. Itis a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1.

Correct Answer: A

QUESTION 5

View the central management configuration shown in the exhibit, and then answer the question below.

NSE7 VCE Dumps | NSE7 Study Guide | NSE7 Braindumps 41/5


https://www.pass4itsure.com/nse7.html
https://www.pass4itsure.com/nse7.html
https://www.pass4itsure.com/nse7.html

. VCE & PDF https://www.pass4itsure.com/nse7.html
E 2024 Latest passditsure NSE7 PDF and VCE dumps Download

PassditSure.com

config system central-management
set type fortimanager
set fmg “10.0.1.242"
config server-1list
edit 1
s5el server—-Lype raling
set server—-address 10.0.1.240
next
edit 2
set server-type update
set server—-address 10.0.1.243
next
edit 3
set server-type rating
set server-address 10.0.1.244
next
end
set 1nclude-default-servers enable
end

Which server will FortiGate choose for antivirus and IPS updates if 10.0.1.243 is experiencing an outage?
A. 10.0.1.240

B. One of the public FortiGuard distribution servers

C. 10.0.1.244

D. 10.0.1.242

Correct Answer: B
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