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QUESTION 1

Which two roles does FortiPresence analytics assist in generating presence reports? (Choose two.)
A. Gathering details about on site visitors

B. Predicting the number of guest users visiting on-site

C. Comparing current data with historical records

D. Reporting potential threats by guests on site

Correct Answer: AB

QUESTION 2

Which statement is correct about security profiles on FortiAP devices?

A. Security profiles on FortiAP devices can use FortiGate subscription to inspect the traffic
B. Only bridge mode SSIDs can apply the security profiles

C. Disable DTLS on FortiAP

D. FortiGate performs inspection the wireless traffic

Correct Answer: B

Reference: https://docs.fortinet.com/document/fortiap/6.4.0/fortiwifi-and-fortiap-configuration-guide/47321/fortiap-s-
bridge-mode-security-profiles

QUESTION 3

Which factor is the best indicator of wireless client connection quality?

A. Downstream link rate, the connection rate for the AP to the client

B. The receive signal strength (RSS) of the client at the AP

C. Upstream link rate, the connection rate for the client to the AP

D. The channel utilization of the channel the client is using

Correct Answer: B

SSI, or “Received Signal Strength Indicator,” is a measurement of how well your device can hear a signal from an

access point or router. It\\'s a value that is useful for determining if you have enough signal to get a good wireless
connection. Reference: https://www.metageek.com/training/resources/understanding-rssi.html
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QUESTION 4

How can you find upstream and downstream link rates of a wireless client using FortiGate?

A. On the FortiAP CLlI, using the cw_diag ksta command

B. On the FortiAP CLI, using the cw_diag -d sta command

C. On the FortiGate GUI, using the WiFi Client monitor

D. On the FortiGate CLI, using the diag wireless-controller wlac -d Sta command

Correct Answer: C

The WiFi Client monitor on the FortiGate GUI shows the upstream and downstream link rates of a wireless client, along
with other information such as MAC address, SSID, IP address, signal strength, and connection time. The link rates

indicate the maximum data rates that the client can achieve in both directions. References: Secure Wireless LAN
Course Description, page 7; [FortiOS 6.4.0 Handbook - Wireless Controller], page 37.

QUESTION 5

When configuring a wireless network for dynamic VLAN allocation, which three IETF attributes must be supplied by the
radius server? (Choose three.)

A. 81 Tunnel-Private-Group-ID

B. 65 Tunnel-Medium-Type

C. 83 Tunnel-Preference

D. 58 Egress-VLAN-Name

E. 64 Tunnel-Type

Correct Answer: ABE

The RADIUS user attributes used for the VLAN ID assignment are:
IETF 64 (Tunnel Type)—Set this to VLAN.

IETF 65 (Tunnel Medium Type)—Set this to 802

IETF 81 (Tunnel Private Group ID)—Set this to VLAN ID.

Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-vlan/71683-dynamicvlan-config.html
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