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QUESTION 1

Which two statements about running a vulnerability scan are true? (Choose two.)

A. You should run the vulnerability scan during a maintenance window.

B. You should run the vulnerability scan in a test environment.

C. Vulnerability scanning increases the load on FortiWeb, so it should be avoided.

D. You should run the vulnerability scan on a live website to get accurate results.

Correct Answer: AB

Should the Vulnerability Scanner allow it, SVMS will set the scan schedule (or schedules) to run in a maintenance
window. SVMS will advise Client of the scanner\\'s ability to complete the scan(s) within the maintenance window.

Vulnerabilities on live web sites. Instead, duplicate the web site and its database in a test environment.

Reference: https://www.trustwave.com/media/17427/trustwave_mss_managed-3rd-party-vulnerability-scanning.pdf
https://help.fortinet.com/fweb/552/Content/FortiWeb/fortiweb-admin/vulnerability _scans.htm

QUESTION 2
Which two statements about the anti-defacement feature on FortiWeb are true? (Choose two.)
A. Anti-defacement can redirect users to a backup web server, if it detects a change.

B. Anti-defacement downloads a copy of your website to RAM, in order to restore a clean image, if it detects
defacement.

C. Fortiweb will only check to see if there are changes on the web server; it will not download the whole file each time.
D. Anti-defacement does not make a backup copy of your databases.

Correct Answer: CD

Anti-defacement backs up web pages only, not databases. If it detects any file changes, the Fortiweb appliance will

download a new backup revision. Reference: https://help.fortinet.com/fweb/551/Content/FortiWeb/fortiweb-
admin/anti_defacement.htm

QUESTION 3

Refer to the exhibit.
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Fall-open Setting

port3-port4 =50V e) i Xell (o PowerOff-Bypass

port5-port6 PowerOff-CutOff RREUEL8IBEEES

Based on the configuration, what would happen if this Fortiweb were to lose power? (Choose two.)
A. Traffic that passes between port5 and port6 will be inspected.

B. Traffic will be interrupted between port3 and port4.

C. All traffic will be interrupted.

D. Traffic will pass between port5 and port6 uninspected.

Correct Answer: BD

Reference: https://docs.fortinet.com/document/fortiweb/6.3.10/administration-guide/33485/fail-to-wire-for-power-loss-
reboots

QUESTION 4

Which implementation is best suited for a deployment that must meet compliance criteria?
A. SSL Inspection with FortiWeb in Transparency mode

B. SSL Offloading with FortiWeb in reverse proxy mode

C. SSL Inspection with FrotiWeb in Reverse Proxy mode

D. SSL Offloading with Fortiweb in Transparency Mode

Correct Answer: C

QUESTION 5

What benefit does Auto Learning provide?

A. Automatically identifies and blocks suspicious IPs

B. Fortiweb scans all traffic without taking action and makes recommendations on rules
C. Automatically builds rules sets

D. Automatically blocks all detected threats
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Correct Answer: C
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