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QUESTION 1

Refer to the exhibit.

Fall-open Setting

port3-port4 =50V e) i Xell (o PowerOff-Bypass

port5-port6 PowerOff-CutOff RREUEL8IBEEES

Based on the configuration, what would happen if this Fortiweb were to lose power? (Choose two.)

A. Traffic that passes between port5 and port6 will be inspected.
B. Traffic will be interrupted between port3 and port4.

C. All traffic will be interrupted.

D. Traffic will pass between port5 and port6 uninspected.
Correct Answer: BD

Reference: https://docs.fortinet.com/document/fortiweb/6.3.10/administration-guide/33485/fail-to-wire-for-power-loss-
reboots

QUESTION 2

What is one of the key benefits of the FortiGuard IP reputation feature?

A. It maintains a list of private IP addresses.

B. It provides a document of IP addresses that are suspect, so that administrators can manually update their blacklists.
C. It is updated once per year.

D. It maintains a list of public IPs with a bad reputation for participating in attacks.

Correct Answer: D

FortiGuard IP Reputation service assigns a poor reputation, including virus-infected clients and malicious

spiders/crawlers. Reference: https://docs.fortinet.com/document/fortiweb/6.1.1/administration-guide/137271/blacklisting-
whitelisting-clients

QUESTION 3
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Under what circumstances would you want to use the temporary uncompress feature of Fortiweb?

A. In the case of compression being done on the FortiWeb, to inspect the content of the compressed file
B. In the case of the file being a .MP3 music file

C. In the case of compression being done on the web server, to inspect the content of the compressed file.
D. In the case of the file being an .MP4 video

Correct Answer: C

QUESTION 4

When FortiWeb triggers a redirect action, which two HTTP codes does it send to the client to inform the browser of the
new URL? (Choose two.)

A. 403
B. 302
C. 301
D. 404
Correct Answer: BC

Reference: https://developer.mozilla.org/en-US/docs/Web/HTTP/Status/302

QUESTION 5

How does your FortiWeb configuration differ if the FortiWeb is upstream of the SNAT device instead of downstream of
the SNAT device?

A. You must enable the "Use" X-Forwarded-For: option.

B. Fortiweb must be set for Transparent Mode

C. No special configuration required

D. You must enable "Add" X-Forwarded-For: instead of the "Use" X-Forwarded-For: option.

Correct Answer: D
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