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QUESTION 1

Which is true about HTTPS on FortiWeb? (Choose three.) 

A. For SNI, you select the certificate that FortiWeb will present in the server pool, not in the server policy. 

B. After enabling HSTS, redirects to HTTPS are no longer necessary. 

C. In true transparent mode, the TLS session terminator is a protected web server. 

D. Enabling RC4 protects against the BEAST attack, but is not recommended if you configure FortiWeb to only offer
TLS 1.2. 

E. In transparent inspection mode, you select which certificate that FortiWeb will present in the server pool, not in the
server policy. 

Correct Answer: ACE 

 

QUESTION 2

Which of the following is true about Local User Accounts? 

A. Must be assigned regardless of any other authentication 

B. Can be used for Single Sign On 

C. Can be used for site publishing 

D. Best suited for large environments with many users 

Correct Answer: A 

 

QUESTION 3

What is one of the key benefits of the FortiGuard IP Reputation feature? 

A. FortiGuard maintains a list of public IPs with a bad reputation for participating in attacks. 

B. It is updated once per year 

C. Provides a Document of IP addresses that are suspect, so that administrators can manually update their blacklists 

D. It maintains a list of private IP addresses 

Correct Answer: A 

 

QUESTION 4

You are configuring FortiAnalyzer to store logs from FortiWeb. Which is true? 
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A. FortiAnalyzer will store antivirus and DLP archives from FortiWeb. 

B. You must enable ADOMs on FortiAnalyzer. 

C. To store logs from FortiWeb 6.0, on FortiAnalyzer, you must select "FrotiWeb 5.4". 

D. FortiWeb will query FortiAnalyzer for reports, instead of generating them locally. 

Correct Answer: B 

 

QUESTION 5

When viewing the attack logs on your FortiWeb, which IP Address is shown for the client when using XFF Header
rules? 

A. FortiGate\\'s public IP 

B. FortiGate\\'s local IP 

C. FortiWeb\\'s IP 

D. Client\\'s real IP 

Correct Answer: D 
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