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QUESTION 1

An e-commerce web app is used by small businesses. Clients often access it from offices behind a router,
where clients are on an IPv4 private network LAN. You need to protect the web application from denial of
service attacks that use request floods.

What FortiWeb feature should you configure?

A. Enable "Shared IP" and configure the separate rate limits for requests from NATted source IPs.

B. Configure FortiWeb to use "X-Forwarded-For:" headers to find each client\\'s private network IP, and to block attacks
using that.

C. Enable SYN cookies.
D. Configure a server policy that matches requests from shared Internet connections.

Correct Answer: C

QUESTION 2

Which of the following would be a reason for implementing rewrites?
A. Page has been moved to a new URL

B. Page has been moved to a new IP address

C. Replace vulnerable functions.

D. Send connection to secure channel

Correct Answer: A

QUESTION 3

When viewing the attack logs on your FortiWweb, which IP Address is shown for the client when using XFF Header
rules?

A. FortiGate\\'s public IP
B. FortiGate\\'s local IP
C. Fortiweb\\'s IP

D. Client\\'s real IP

Correct Answer: D
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QUESTION 4

What can an administrator do if a client has been incorrectly Period Blocked?
A. Disconnect the client from the network

B. Manually release the IP from the temporary Blacklist

C. Nothing, it is not possible to override a Period Block

D. Force a new IP address to the client.

Correct Answer: B

QUESTION 5

How does your FortiWeb configuration differ if the FortiWeb is upstream of the SNAT device instead of downstream of
the SNAT device?

A. You must enable the "Use" X-Forwarded-For: option.

B. Fortiweb must be set for Transparent Mode

C. No special configuration required

D. You must enable "Add" X-Forwarded-For: instead of the "Use" X-Forwarded-For: option.

Correct Answer: A
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