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QUESTION 1

In which view would you find who made modifications to a Group? 

A. The Admin Auditing view 

B. The Alarms view 

C. The Event Management view 

D. The Security Events view 

Correct Answer: A 

It\\'s important to audit Group Policy changes in order to determine the details of changes made to Group Policies by
delegated users. 

Reference: https://www.lepide.com/how-to/audit-chnages-made-to-group-policy-objects.html 

 

QUESTION 2

In a wireless integration, how does FortiNAC obtain connecting MAC address information? 

A. Link traps 

B. End station traffic monitoring 

C. MAC notification traps 

D. RADIUS 

Correct Answer: D 

Intelligent Access Points (IAPs) and controllers support two methods of RADIUS based authentication: RADIUS MAC
authentication and 802.1x authentication. 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9019f7f8-200d-11e9b6f6-f8bc1258
b856/FortiNAC_Wireless_Integration_Overview.pdf 

 

QUESTION 3

With enforcement for network access policies and at-risk hosts enabled, what will happen if a host matches a network
access policy and has a state of "at risk"? 

A. The host is provisioned based on the network access policy. 

B. The host is provisioned based on the default access defined by the point of connection. 

C. The host is isolated. 

D. The host is administratively disabled. 
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Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortinac/8.6.0/administration-guide/49701/policy-assignment 

 

QUESTION 4

In an isolation VLAN, which three services does FortiNAC supply? (Choose three.) 

A. DNS 

B. NTP 

C. SMTP 

D. DHCP 

E. Web 

Correct Answer: ADE 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/8bec453a-
b24211e9-a989-00505692583a/AdminGuide-860-PDF.pdf 

 

QUESTION 5

Which two of the following are required for endpoint compliance monitors? (Choose two.) 

A. Logged on user 

B. Security rule 

C. Persistent agent 

D. Custom scan 

Correct Answer: BD 

DirectDefense\\'s analysis of FireEye Endpoint attests that the products help meet the HIPAA Security Rule. In the
menu on the left click the + sign next to Endpoint Compliance to open it. 

Reference: https://www.fireeye.com/content/dam/fireeye-www/products/pdfs/cg-pci-and-hipaacompliances.pdf
https://docs.fortinet.com/document/fortinac/8.5.2/administration-guide/92047/add-or-modify-a-scan 
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