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QUESTION 1

How are logical networks assigned to endpoints?
A. Through Layer 3 polling configurations

B. Through network access policies

C. Through FortiGate IPv4 policies

D. Through device profiling rules

Correct Answer: C

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/9819/viewing-and-controllingnetwork-risks-via-
topology-view

QUESTION 2

During the on-boarding process through the captive portal, why would a host that successfully registered remain stuck in
the Registration VLAN? (Choose two.)

A. The wrong agent is installed.

B. Bridging is enabled on the host.

C. There is another unregistered host on the same port.

D. The ports default VLAN is the same as the Registration VLAN.

Correct Answer: AD

Scenario 4: NAT detection disabled, using endpoint compliance policy and agent.

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/868f1267-7299-11e981a4-0050569
2583a/fortinac-admin-operation-85.pdf

QUESTION 3

When you create a user or host profile; which three criteria can you use? (Choose three.)
A. An applied access policy

B. Administrative group membership

C. Location

D. Host or user group memberships

E. Host or user attributes
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Correct Answer: ACE

Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/15797/user-host-profiles

QUESTION 4

Which three circumstances trigger Layer 2 polling of infrastructure devices? (Choose three.)
A. A matched security policy

B. Scheduled poll timings

C. Linkup and Linkdown traps

D. Manual polling

E. A failed Layer 3 poll

Correct Answer: BCD

QUESTION 5

Which three of the following are components of a security rule? (Choose three.)
A. Methods

B. User or host profile

C. Security String

D. Trigger

E. Action

Correct Answer: ABE

Reference: https://patents.google.com/patent/US20150200969A1/en
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