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QUESTION 1

Refer to the exhibit.

General

User Name admin Password

Enable Password

Protocol

Type SSH 2 ~~

VLAN ID
Default 2 Dead End 112

Registration Quarantine 111

Authentication Voice

CLI Configurations
Type: @ None (O PortBased () Host Based

Apply Reset

If you are forcing the registration of unknown (rogue) hosts, and an unknown (rogue) host connects to a port on the
switch, what will occur?

A. No VLAN change is performed.

B. The host is disabled.

C. The host is moved to VLAN 111.

D. The host is moved to a default isolation VLAN.

Correct Answer: B

The ability to limit the number of workstations that can connect to specific ports on the switch is managed with Port
Security. If these limits are breached, or access from unknown workstations is attempted, the port can do any or all of
the following: drop the untrusted data, notify the network administrator, or disable the port.

Reference: https://www.alliedtelesis.com/sites/default/files/documents/solutions-guides/

lan_protection_solution_reva.pdf
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QUESTION 2

During the on-boarding process through the captive portal, why would a host that successfully registered remain stuck in
the Registration VLAN? (Choose two.)

A. The wrong agent is installed.

B. Bridging is enabled on the host.

C. There is another unregistered host on the same port.

D. The ports default VLAN is the same as the Registration VLAN.

Correct Answer: AD

Scenario 4: NAT detection disabled, using endpoint compliance policy and agent.

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/868f1267-7299-11e981a4-0050569
2583a/fortinac-admin-operation-85.pdf

QUESTION 3

Refer to the exhibit, and then answer the question below.

R

1 2 3 4
Which host is rogue?
A. 4
B.2
C.3
D.1

Correct Answer: C

Reference: https://docs.fortinet.com/document/fortinac/8.6.0/administration-guide/283146/evaluatingrogue-hosts
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QUESTION 4

Which three of the following are components of a security rule? (Choose three.)
A. Methods

B. User or host profile

C. Security String

D. Trigger

E. Action

Correct Answer: ABE

Reference: https://patents.google.com/patent/US20150200969A1/en

QUESTION 5

Which agent is used only as part of a login script?
A. Persistent

B. Passive

C. Mobile

D. Dissolvable

Correct Answer: A

If the logon script runs the logon application in persistent mode, configure your Active Directory server not to run scripts
synchronously.

Reference: https://www.websense.com/content/support/library/deployctr/v76/
init_setup_creating_and_running_logon_agent_script_deployment_tasks.aspx
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