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QUESTION 1

Which two methods can be used to gather a list of installed applications and application details from a host? (Choose
two.)

A. Agent technology

B. MDM integration

C. Portal page on-boarding options

D. Application layer traffic inspection

Correct Answer: BC

Reference: https://developer.apple.com/business/documentation/MDM-Protocol-Reference.pdf https://docs.oracle.com/

en/middleware/idm/identity-governance/12.2.1.3/omusg/managing-
applicationonboarding.html#GUID-4D0D5B18-A6F5-4231-852E-DBOD95AAE2D1

QUESTION 2

Which three circumstances trigger Layer 2 polling of infrastructure devices? (Choose three.)
A. A matched security policy

B. Scheduled poll timings

C. Linkup and Linkdown traps

D. Manual polling

E. A failed Layer 3 poll

Correct Answer: BCD

QUESTION 3

What would occur if both an unknown (rogue) device and a known (trusted) device simultaneously appeared on a port
that is a member of the Forced Registration port group?

A. The port would be provisioned to the registration network, and both hosts would be isolated.

B. The port would not be managed, and an event would be generated.

C. The port would be provisioned for the normal state host, and both hosts would have access to that VLAN.
D. The port would be administratively shut down.

Correct Answer: C
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QUESTION 4

With enforcement for network access policies and at-risk hosts enabled, what will happen if a host matches a network
access policy and has a state of "at risk"?

A. The host is provisioned based on the network access policy.

B. The host is provisioned based on the default access defined by the point of connection.
C. The host is isolated.

D. The host is administratively disabled.

Correct Answer: A

Reference: https://docs.fortinet.com/document/fortinac/8.6.0/administration-guide/49701/policy-assignment

QUESTION 5

Which two agents can validate endpoint compliance transparently to the end user? (Choose two.)

A. Persistent

B. Dissolvable

C. Mobile

D. Passive

Correct Answer: AC

Mobile agents use the network transparently.

Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/377110/persistent-agent-

certificatevalidation https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/377110/persistent-agent-
certificatevalidation
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