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QUESTION 1

An organization has different groups of users with different needs in email functionality, such as address book access,
mobile device access, email retention periods, and disk quotas.

Which FortiMail feature specific to server mode can be used to accomplish this?
A. Resource profiles

B. Domain-level service settings

C. Access profiles

D. Address book management options

Correct Answer: C

QUESTION 2

While testing outbound MTA functionality, an administrator discovers that all outbound email is being processed using
policy IDs 1:2:0.

Which two reasons explain why the last policy ID value is 0? (Choose two.)
A. Outbound email is being rejected

B. IP policy ID 2 has the exclusive flag set

C. There are no outgoing recipient policies configured

D. There are no access delivery rules configured for outbound email

Correct Answer: CD

QUESTION 3

Refer to the exhibit.
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Access Control Rule

Enabled ©
Sender: User Defined -
*@example.com
Recipient: User Defined v
Source: IP/Netmask -
10.0.1.100/32
Reverse DNS pattern; « (® Regular Expression
Authentication status: Any =
TLS profile: -None-- + +New = Edit
Action: Relay v

Comments:

Which two statements about the access receive rule are true? (Choose two.)
A. Email matching this rule will be relayed

B. Email must originate from an example.com email address to match this rule
C. Senders must be authenticated to match this rule

D. Email from any host in the 10.0.1.0/24 subnet can match this rule

Correct Answer: AB

QUESTION 4

While reviewing logs, an administrator discovers that an incoming email was processed using policy IDs
0:4:9.

Which two scenarios will generate this policy ID? (Choose two.)

A. Email was processed using IP policy ID 4

B. Incoming recipient policy ID 9 has the exclusive flag set

C. FortiMail applies the default behavior for relaying inbound email
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D. FortiMail configuration is missing an access delivery rule

Correct Answer: CD

QUESTION 5

Refer to the exhibit.

FML-1
Gateway Mode

o ' Mail Server
|Q 10.29.1.45/24

Internet | ]
Protected Domain: example.com

Access Control Rule
Enabled o
Sender: User Defined -
Recipient: User Defined i
Source: IP/Netmask -
0.0.0.0/0
Reverse DNS pattern: . C®» Regular Expression
Authentication status: Any w
TLS profile: --None-- v <4 New.. & Edi
Action: Reject -
Comments:

It is recommended that you configure which three access receive settings to allow outbound email from the
example.com domain on FML-1? (Choose three.)
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A. The Sender pattern should be set to *@example.com
B. The Action should be set to Relay

C. The Recipient pattern should be set to 10.29.1.45/24
D. The Enable check box should be cleared

E. The Sender IP/netmask should be set to 10.29.1.45/32

Correct Answer: BDE
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