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QUESTION 1

Refer to the exhibit. 

An administrator must enforce authentication on FML-1 for all outbound email from the example.com domain. 

Which two settings should be used to configure the access receive rule? (Choose two.) 

A. The Recipient pattern should be set to *@example.com 

B. The Authentication status should be set to Authenticated 

C. The Sender IP/netmask should be set to 10.29.1.0/24 

D. The Action should be set to Reject 
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Correct Answer: BC 

 

QUESTION 2

If you are using the built-in MTA to process email in transparent mode, which two statements about FortiMail behavior
are true? (Choose two.) 

A. MUAs need to be configured to connect to the built-in MTA to send email 

B. If you disable the built-in MTA, FortiMail will use its transparent proxies to deliver email 

C. FortiMail can queue undeliverable messages and generate DSNs 

D. FortiMail ignores the destination set by the sender, and uses its own MX record lookup to deliver email 

Correct Answer: CD 

 

QUESTION 3

Refer to the exhibit. 

Which two statements about the MTAs of the domain example.com are true? (Choose two.) 

A. The external MTAs will send email to mx.example.com only if mx.hosted.com is unreachable 

B. The PriNS server should receive all email for the example.com domain 

C. The primary MTA for the example.com domain is mx.hosted.com 

D. The higher preference value is used to load balance more email to the mx.example.com MTA 

Correct Answer: AC 

 

QUESTION 4

Which two antispam techniques query FortiGuard for rating information? (Choose two.) 

A. DNSBL 
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B. SURBL 

C. IP reputation 

D. URI filter 

Correct Answer: AB 

Reference: https://docs.fortinet.com/document/fortimail/6.4.0/administration-guide/352990/configuringantispam-profiles-
and-antispam-action-profiles 

 

QUESTION 5

A FortiMail is configured with the protected domain example.com. 

On this FortiMail, which two envelope addresses are considered incoming? (Choose two.) 

A. MAIL FROM: accounts@example.com RCPT TO: sales@external.org 

B. MAIL FROM: support@example.com RCPT TO: marketing@example.com 

C. MAIL FROM: training@external.org RCPT TO: students@external.org 

D. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com 

Correct Answer: CD 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9aa62d26-858d11ea-9384-005056
92583a/FortiMail-6.4.0-Administration_Guide.pdf (30) 
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