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QUESTION 1

Refer to the exhibit.

AntiVirus Action Profile

Domain: example com v

Profile name: AV_Action

P Tagsubject

P Insert header B3

(® Insert disclaimer @ default v at | Startof message v

® Deliver to alternate host

{3 Deliver to onginal host

(» BCC

O Replace Infected/suspicious body or attachment(s)

® Archive to account archive - +HNew.__. Edit...
{® Notify with profile —-Nane-- - +New .. [& Edi
(®» Final action |Discard -

What are two expected outcomes if FortiMail applies this antivirus action profile to an email? (Choose two.)
A. Virus content will be removed from the email

B. A replacement message will be added to the email

C. The sanitized email will be sent to the recipient\\'s personal quarantine

D. The administrator will be notified of the virus detection

Correct Answer: BC

QUESTION 2

Refer to the exhibit.
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Protected Domain: example.com

FML-1 S, %
Server mode

gz

10.29.1.0/24
Access Control Rule

Enabled O

Sender: User Defined v

Recipient: User Defined e

Source: IP/Netmask -

0.0.0.0/0

Reverse DNS pattern; » » Regular Expression
Authentication status: Any v

TLS profile: -None-- « +New = Edit

Action: Relay -

Comments:

An administrator must enforce authentication on FML-1 for all outbound email from the example.com domain.
Which two settings should be used to configure the access receive rule? (Choose two.)

A. The Recipient pattern should be set to *@example.com

B. The Authentication status should be set to Authenticated

C. The Sender IP/netmask should be set to 10.29.1.0/24

D. The Action should be set to Reject

Correct Answer: BC

QUESTION 3
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Refer to the exhibit.

Sender Reputation EUGEGGERLGEENTENLL Endpoint Reputation

& 1— 71 Records per page: 50
IP Score
10.0.1.254 15

Which configuration change must you make to block an offending IP address temporarily?
A. Add the offending IP address to the system block list

B. Add the offending IP address to the user block list

C. Add the offending IP address to the domain block list

D. Change the authentication reputation setting status to Enable

Correct Answer: D

Reference: https://help.fortinet.com/fweb/550/Content/FortiWeb/fortiweb-admin/blacklisting.htm

QUESTION 4

Which FortiMail option removes embedded code components in Microsoft Word, while maintaining the original file
format?

A. Behavior analysis

B. Impersonation analysis

C. Content disarm and reconstruction
D. Header analysis

Correct Answer: C

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/8c063dd3-bafe-11e9a989-0050569
2583a/fortimail-admin-620.pdf (435)

QUESTION 5
FortiMail is configured with the protected domain example.com.
Which two envelope addresses will require an access receive rule, to relay for unauthenticated senders? (Choose two.)

A. MAIL FROM: accounts@example.com RCPT TO: sales@external.org
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B. MAIL FROM: support@example.com RCPT TO: marketing@example.com
C. MAIL FROM: training@external.org RCPT TO: students@external.org
D. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com

Correct Answer: BD
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