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QUESTION 1

Examine the FortiMail IBE service configuration shown in the exhibit; then answer the question below.

IBE Encryption

Enable IBE service |
IBE service name: Example Secure Portal
Lser registration expiry time (days): 30
Usar inactivity expiry time (days): an
Encrypted email storage expiry time (days): 180
Password reset expiry time (hours): 24
7

Allow secure replying
Allow secure forwarding
Allow secure compaosing
IBE base URL:
"Help" content URL:
"About” content LRL:
Allow custom usar control
Which of the following statements describes the User inactivity expiry time of 90 days?
A. First time IBE users must register to access their email within 90 days of receiving the notification email message

B. After initial registration, IBE users can access the secure portal without authenticating again for 90 days

C. Registered IBE users have 90 days from the time they receive a notification email message to access their IBE
email

D. IBE user accounts will expire after 90 days of inactivity, and must register again to access new IBE email message

Correct Answer: D

QUESTION 2

Which of the following statements regarding SMTPS and SMTP over TLS are true? (Choose three.)
A. In an SMTPS session, the identities of both sender and receiver are encrypted

B. SMTPS connections are initiated on port 465

C. SMTP over TLS connections are entirely encrypted and initiated on port 465

D. The STARTTLS command is used to initiate SMTP over TLS

E. SMTPS encrypts the body of the email message, where the most sensitive content exists
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Correct Answer: ABD

QUESTION 3

Which of the following antispam techniques queries FortiGuard for rating information? (Choose two.)
A. URI filter

B. IP reputation

C. SURBL

D. DNSBL

Correct Answer: BD

QUESTION 4

Examine the FortiMail archiving policies shown in the exhibit; then answer the question below.

FortiMail
Email Archiving Exempt Policy
1D; .
Account:  journal ¥ New.. Edit
Policy type: <Spam emall v
Pattern:
Policy & Enabled
status:
OK Cancel
FortiMail
Email Archiving Policy
1D: )
Account: | journal ¥ NEW.. Edit
Policy type: Redpient Address gy

Pattern: | marketing@example.com

Policy & Epabiled
STatus:

OK Cancel

Which of the following statements is true regarding this configuration? (Choose two.)
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A. Spam email will be exempt from archiving

B. Email sent from marketing@example.com will be archived

C. Archived email will be saved in the journal account

D. Only the marketing@example.com account will be able to access the archived email

Correct Answer: AB

QUESTION 5

Examine the FortiMail recipient-based policy shown in the exhibit; then answer the question below.

Recipient Based Policy

Enable

Direction: Incoming

Domain: | 1%
Comments;

—Sender Pattern
Type: User v @

* @ |_5=

— Recdipient Pattern

Type: User v @

* @ | example.com

— | Profiles

| Authentication and Access

Authentication type: | LDAP =

Authentication prnﬁle.‘| Example LDAP !V_Il New... ] | Edit... ]
# Use for SMTP authentication N

[ Allow guarantined email access through POP3

L1 Allow guarantined email access through wabmail

After creating the policy, an administrator discovered that clients are able to send unauthenticated email using SMTP.

What must be done to ensure clients cannot send unauthenticated email?

A. Configure a matching IP policy with SMTP authentication and exclusive flag enabled
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B. Move the recipient policy to the top of the list
C. Configure an access receive rule to verify authentication status
D. Configure an access delivery rule to enforce authentication

Correct Answer: A
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