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QUESTION 1

What happens when a certificate is revoked? (Choose two)

A. Revoked certificates cannot be reinstated for any reason

B. All certificates signed by a revoked CA certificate are automatically revoked

C. Revoked certificates are automatically added to the CRL

D. External CAs will priodically query Fortiauthenticator and automatically download revoked certificates

Correct Answer: CD

QUESTION 2

How can a SAML metada file be used?

A. To defined a list of trusted user names

B. To import the required IDP configuration

C. To correlate the IDP address to its hostname
D. To resolve the IDP realm for authentication

Correct Answer: B

QUESTION 3

Which interface services must be enabled for the SCEP client to connect to Authenticator?
A. OCSP

B. REST API

C. SSH

D. HTTP/HTTPS

Correct Answer: D

QUESTION 4
Which option correctly describes an SP-initiated SSO SAML packet flow for a host without a SAML assertion?

A. Service provider contacts idendity provider, idendity provider validates principal for service provider, service provider
establishes communication with principal
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B. Principal contacts idendity provider and is redirected to serviceprovider, principal establishes connection with service
provider, service provider validates authentication with identify provider

C. Principal contacts service provider, service provider redirects principal to idendity provider, after succesfull
authentication identify provider redirects principal to service provider

D. Principal contacts idendity provider and authenticates, identity provider relays principal to service provider after valid
authentication

Correct Answer: C

QUESTION 5

Which two statements about the self-service portal are true? (Choose two)

A. Self-registration information can be sent to the user through email or SMS

B. Realms can be used to configure which seld-registeredusers or groups can authenticate on the network
C. Administrator approval is required for all self-registration

D. Authenticating users must specify domain name along with username

Correct Answer:. AB
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