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QUESTION 1

What does a policy package status of Modified indicate? 

A. FortiManager is unable to determine the policy package status 

B. The policy package was never imported after a device was registered on FortiManager 

C. The Policy configuration has been changed on a managed device and changes have not yet been imported into
FortiManager 

D. The Policy package configuration has been changed on FortiManager and changes have not yet been installed on
the managed device. 

Correct Answer: D 

Reference: http://help.fortinet.com/fmgr/50hlp/56/5-6-1/FortiManager_Admin_Guide/1200_Policy%20and%20Objects/08
00_Managing%20policy %20packages/2200_Policy%20Package%20Installation%20targets.htm 

 

QUESTION 2

Refer to the exhibit. 

Which two statements about the output are true? (Choose two.) 

A. The latest revision history for the managed FortiGate does match with the FortiGate running configuration 

B. Configuration changes have been installed to FortiGate and represents FortiGate configuration has been changed 

C. The latest history for the managed FortiGate does not match with the device-level database 

D. Configuration changes directly made on the FortiGate have been automatically updated to device-level database 

Correct Answer: AC 

STATUS: dev-db: modified; conf: in sync; cond: pending; dm: retrieved; conn: up?dev-db: modified ?This is the device
setting status which indicates that configuration changes were made on FortiManager.?conf: in sync ?This is the sync
status which shows that the latest revision history is in sync with Fortigate\\'s configuration.?cond: pending ?This is the
configuration status which says that configuration changes need to be installed. Most probably a retrieve was done in
the past (dm: retrieved) updating the revision history DB (conf: in sync) and FortiManager device level DB, now there is
a new modification on FortiManager device level DB (dev-db: modified) which wasn\\'t installed to FortiGate (cond:
pending), hence; revision history DB is not aware of that modification and doesn\\'t match device DB.
Conclusion:?Revision DB does match FortiGate.?No changes were installed to FortiGate yet.?Device DB doesn\\'t
match Revision DB.?No changes were done on FortiGate (auto-update) but configuration was retrieved instead After an
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Auto-Update or Retrieve:device database = latest revision = FGT Then after a manual change on FMG end (but no
install yet):latest revision = FGT (still) but now device database has been modified (is different). After reverting to a
previous revision in revision history:device database = reverted revision != FGT 

 

QUESTION 3

An administrator\\'s PC crashes before the administrator can submit a workflow session for approval. After the PC is
restarted, the administrator notices that the ADOM was locked from the session before the crash. How can the
administrator unlock the ADOM? 

A. Restore the configuration from a previous backup. 

B. Log in as Super_User in order to unlock the ADOM. 

C. Log in using the same administrator account to unlock the ADOM. 

D. Delete the previous admin session manually through the FortiManager GUI or CLI. 

Correct Answer: D 

 

QUESTION 4

An administrator would like to create an SD-WAN default static route for a newly created SD-WAN using the
FortiManager GUI. Both port1 and port2 are part of the SD-WAN member interfaces. Which interface must the
administrator select in the static route device drop-down list? 

A. port2 

B. virtual-wan-link 

C. port1 

D. auto-discovery 

Correct Answer: B 

 

QUESTION 5

In the event that the primary FortiManager fails, which of the following actions must be performed to return the
FortiManager HA to a working state? 

A. Secondary device with highest priority will automatically be promoted to the primary role, and manually reconfigure all
other secondary devices to point to the new primary device 

B. Reboot one of the secondary devices to promote it automatically to the primary role, and reconfigure all other
secondary devices to point to the new primary device. 

C. Manually promote one of the secondary devices to the primary role, and reconfigure all other secondary devices to
point to the new primary device. 

D. FortiManager HA state transition is transparent to administrators and does not require any reconfiguration. 
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Correct Answer: C 

FortiManager_6.4_Study_Guide-Online ?page 346 

FortiManager HA doesn\\'t support IP takeover where an HA state transition is transparent to administrators. If a failure
of the primary occurs, the administrator must take corrective action to resolve the problem that may include invoking the
state transition. If the primary device fails, the administrator must do the following in order to return the FortiManager HA
to a working state: 

1.

 Manually reconfigure one of the secondary devices to become the primary device 

2.

 Reconfigure all other secondary devices to point to the new primary device 
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