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QUESTION 1

Refer to the exhibit.

@ AntiVirus Protection
e ey ¥

Realtime Protection: OFF
Dynamic Threat Detection OFF
Block malicious websites: g

Threats Detected
Scan Schedule Veeakly Scan at 19-30 on Sunday
Last Scan &1 237019

Based on the settings shown in the exhibit what action will FortiClient take when it detects that a user is trying to

download an infected file?

A. Blocks the infected files as it is downloading

B. Quarantines the infected files and logs all access attempts
C. Sends the infected file to FortiGuard for analysis

D. Allows the infected file to download without scan

Correct Answer: D

QUESTION 2

Which two statements are true about ZTNA? (Choose two.)
A. ZTNA provides role-based access

B. ZTNA manages access for remote users only

C. ZTNA manages access through the client only

D. ZTNA provides a security posture check

Correct Answer: AD
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QUESTION 3

Why does FortiGate need the root CA certificate of FortiClient EMS?
A. To sign FortiClient CSR requests

B. To revoke FortiClient client certificates

C. To trust certificates issued by FortiClient EMS

D. To update FortiClient client certificates

Correct Answer: C

QUESTION 4

An administrator configures ZTNA configuration on the FortiGate for remote users. Which statement is true about the
firewall policy?

A. It enforces access control

B. It redirects the client request to the access proxy
C. It defines the access proxy

D. It applies security profiles to protect traffic
Correct Answer: B

"The firewall policy matches and redirects client requests to the access proxy VIP"
https://docs.fortinet.com/document/fortigate/7.0.0/new-features/194961/basic-ztna- configuration

QUESTION 5

When site categories are disabled in FortiClient webfilter and antivirus (malicious websites), which feature can be used
to protect the endpoint from malicious web access?

A. Real-time protection list

B. Block malicious websites on antivirus
C. FortiSandbox URL list

D. Web exclusion list

Correct Answer: D
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