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QUESTION 1

Which security fabric component sends a natification to quarantine an endpoint after IOC detection in the automation
process?

A. FortiAnalyzer
B. FortiClient

C. ForbClient EMS
D. Forti Gate

Correct Answer: D

QUESTION 2

What is the function of the quick scan option on FortiClient?

A. It scans programs and drivers that are currently running, for threats.

B. It allows users to select a specific file folder on their local hard disk drive (HDD), to scan for threats.
C. It performs a full system scan including all files, executable files, DLLs, and drivers for threats.

D. It scans executable files, DLLs, and drivers that are currently running, for threats.

Correct Answer: D

Quick Scan scans only executable files, DLLs, and drivers that are currently running for threats.

QUESTION 3

In a FortiSandbox integration, what does the remediation option do?
A. Wait for FortiSandbox results before allowing files

B. Exclude specified files

C. Alert and notify only

D. Deny access to a file when it sees no results

Correct Answer: C

QUESTION 4
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Refer to the exhibit.
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Based on the logs shown in the exhibit, why did FortiClient EMS fail to install FortiClient on the endpoint?

A. The remote registry service is not running

B. The Windows installer service is not running

C. The task scheduler service is not running.

D. The FortiClient antivirus service is not running

Correct Answer: C

QUESTION 5

An administrator is required to maintain a software vulnerability on the endpoints, without showing the feature on the
FortiClient dashboard. What must the administrator do to achieve this requirement?

A. Disable select the vulnerability scan feature in the deployment package

B. Use the default endpoint profile

C. Select the vulnerability scan feature in the deployment package, but disable the feature on the endpoint profile

D. Click the hide icon on the vulnerability scan tab

Correct Answer: D
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