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QUESTION 1

Refer to the exhibit.

@ AntiVirus Protection
2 - : e 2

Realtime Protection: JFF

Dynamic Threat Detection HHF
Block malcious websites
Threats Detected

Scan Schedule VWeskhy Scan at 19-30 on Sunday

Last Scan 4531019

Based on the settings shown in the exhibit what action will FortiClient take when it detects that a user is trying to
download an infected file?

A. Blocks the infected files as it is downloading

B. Quarantines the infected files and logs all access attempts
C. Sends the infected file to FortiGuard for analysis

D. Allows the infected file to download without scan

Correct Answer: D

QUESTION 2

An administrator installs FortiClient EMS in the enterprise. Which component is responsible for enforcing endpoint
protection in managed mode?

A. FortiClient

B. FortiClient vulnerability scan
C. FortiClient EMS

D. FortiClient EMS database

Correct Answer: A
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QUESTION 3

Refer to the exhibit.

[
| =iy

| Rl | PTECES v

Based on the settings shown in the exhibit, which two actions must the administrator take to make the endpoint

compliant? (Choose two)

A. Integrate FortiSandbox for infected file analysis.

B. Enable the webfilter profile

C. Patch applications that have vulnerability rated as high or above.
D. Run Calculator application on the endpoint.

Correct Answer: CD

QUESTION 4

Which statement about FortiClient enterprise management server is true?

A. It provides centralized management of FortiGate devices.

B. It provides centralized management of multiple endpoints running FortiClient software.
C. It provides centralized management of FortiClient Android endpoints only.

D. It provides centralized management of Chromebooks running real-time protection
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Correct Answer: B

QUESTION 5

Which network component sends a notification after identifying a connected endpoint in the quarantine automation
process?

A. FortiGate

B. FortiClient

C. FortiClient EMS
D. FortiAnalyzer

Correct Answer: B
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