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QUESTION 1

How can you configure FortiAnalyzer to permit administrator logins from only specific locations? 

A. Use static routes 

B. Use administrative profiles 

C. Use trusted hosts 

D. Use secure protocols 

Correct Answer: C 

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/186508/trusted- hosts 

 

QUESTION 2

What does the disk status Degraded mean for RAID management? 

A. One or more drives are missing from the FortiAnalyzer unit. The drive is no longer available to the operating system. 

B. The FortiAnalyzer device is writing to all the hard drives on the device in order to make the array fault tolerant. 

C. The FortiAnalyzer device is writing data to a newly added hard drive in order to restore the hard drive to an optimal
state. 

D. The hard driveiIs no longer being used by the RAID controller 

Correct Answer: D 

 

QUESTION 3

What are offline logs on FortiAnalyzer? 

A. Compressed logs, which are also known as archive logs, are considered to be offline logs. 

B. When you restart FortiAnalyzer. all stored logs are considered to be offline logs. 

C. Logs that are indexed and stored in the SQL database. 

D. Logs that are collected from offline devices after they boot up. 

Correct Answer: A 

Logs are received and saved in a log file on the FortiAnalyzer disks. Eventually, when the log file reaches a configured
size, or at a set schedule, it is rolled over by being renamed. These files (rolled or otherwise) are known as archive logs 

and are considered offline so they don\\'t offer immediate analytic support. 

Combined, they count toward the archive quota and retention limits, and they are deleted based on the ADOM data
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policy. 

FortiAnalyzer_7.0_Study_Guide-Online page 140 

Reference: https://help.fortinet.com/fa/faz50hlp/56/5-6-
6/Content/FortiAnalyzer_Admin_Guide/0300_Key_concepts/0600_Log_Storage/0400_Arch ive_analytics_logs.htm 

 

QUESTION 4

Which statements are true regarding securing communications between FortiAnalyzer and FortiGate with SSL?
(Choose two.) 

A. SSL is the default setting. 

B. SSL communications are auto-negotiated between the two devices. 

C. SSL can send logs in real-time only. 

D. SSL encryption levels are globally set on FortiAnalyzer. 

E. FortiAnalyzer encryption level must be equal to, or higher than, FortiGate. 

Correct Answer: AD 

 

QUESTION 5

If you upgrade your FortiAnalyzer firmware, what report elements can be affected? 

A. Output profiles 

B. Report settings 

C. Report scheduling 

D. Custom datasets 

Correct Answer: D 
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