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QUESTION 1

How can you configure FortiAnalyzer to permit administrator logins from only specific locations? 

A. Use static routes 

B. Use administrative profiles 

C. Use trusted hosts 

D. Use secure protocols 

Correct Answer: C 

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/186508/trusted- hosts 

 

QUESTION 2

Which two statement are true regardless initial Logs sync and Log Data Sync for Ha on FortiAnalyzer? 

A. By default, Log Data Sync is disabled on all backup devise. 

B. Log Data Sync provides real-time log synchronization to all backup devices. 

C. With initial Logs Sync, when you add a unit to an HA cluster, the primary device synchronizes its logs with the backup
device. 

D. When Logs Data Sync is turned on, the backup device will reboot and then rebuilt the log database with the
synchronized logs. 

Correct Answer: CD 

 

QUESTION 3

Which two statements are correct regarding the export and import of playbooks? (Choose two.) 

A. Playbooks can be exported and imported only within the same FortiAnalyzer. 

B. You can export only one playbook at a time. 

C. A playbook that was disabled when it was exported, will be disabled when it is imported. 

D. You can import a playbook even if there is another one with the same name in the destination. 

Correct Answer: CD 

D : If the imported playbook has the same name as an existing one, FortiAnalyzer will create a new name that includes
a timestamp to avoid conflicts. 

C : Playbooks are imported with the same status they had (enabled or disabled) when they were exported. Playbooks
set to run automatically should be exported while they are disabled to avoid unintended runs on the destination. 
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QUESTION 4

If a hard disk fails on a FortiAnalyzer that supports software RAID, what should you do to bring the FortiAnalyzer back to
functioning normally, without losing data? 

A. Hot swap the disk 

B. Replace the disk and rebuild the RAID manually 

C. Take no action if the RAID level supports a failed disk 

D. Shut down FortiAnalyzer and replace the disk 

Correct Answer: D 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD46446#:~:text=On%20FortiAnaly
zer%2FFortiManager%20devices%20that,to%20exchanging%20the%20hard%20disk. 

If a hard disk on a FortiAnalyzer unit fails, it must be replaced. On FortiAnalyzer devices that support hardware RAID,
the hard disk can be replaced while the unit is still running ?known as hot swapping. On FortiAnalyzer units with
software RAID, the device must be shutdown prior to exchanging the hard disk. 

Reference: https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap- Hard-Disk-on-
FortiAnalyzer/tap/194997?externalID=FD41397#:~:text=If%20a%20hard%20disk%20on,process%20know
n%20as%20hot%20swapping 

 

QUESTION 5

You crested a playbook on FortiAnalyzer that uses a FortiOS connector 

When configuring the FortiGate side, which type of trigger must be used so that the actions in an automation stitch are
available in the FortiOS connector? 

A. FortiAnalyzer Event Handler 

B. Incoming webhook 

C. FortiOS Event Log 

D. Fabric Connector event 

Correct Answer: B 

"One possible scenario is shown on the slide: 

1.

 Traffic flows through the FortiGate 

2.

 FortiGate sends logs to FortiAnalyzer 
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3.

 FortiAnalyzer detects some suspicious traffic and generates an event 

4.

 The event triggers the execution of a playbook in FortiAnalyzer, which sends a webhook call to FortiGate so that it runs
an automation stitch 

5.

 FortiGate runs the automation stitch with the corrective or preventive actions" 
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