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QUESTION 1

Which two methods are the most common methods to control and restrict administrative access on FortiAnalyzer?
(Choose two.)

A. Virtual domains

B. Administrative access profiles
C. Trusted hosts

D. Security Fabric

Correct Answer: BC

Reference: https://docs2.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/219292/administrator-profiles
https://docs2.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/581222/trusted-hosts

QUESTION 2
Which two statements are true regarding fabric connectors? (Choose two.)

A. Configuring fabric connectors to send notification to ITSM platform upon incident creation Is more efficient than third-
party information from the FortiAnalyzer API.

B. Fabric connectors allow to save storage costs and improve redundancy.
C. Storage connector service does not require a separate license to send logs to cloud platform.

D. Cloud-Out connections allow you to send real-time logs to pubic cloud accounts like Amazon S3, Azure Blob , and
Google Cloud.

Correct Answer: AD

QUESTION 3

Which clause is considered mandatory in SELECT statements used by the FortiAnalyzer to generate reports?
A. FROM

B. LIMIT

C. WHERE

D. ORDER BY

Correct Answer: A

https://kb.fortinet.com/kb/documentLink.do?externallD=FD48500
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QUESTION 4

If a hard disk fails on a FortiAnalyzer that supports software RAID, what should you do to bring the
FortiAnalyzer back to functioning normally, without losing data?

A. Hot swap the disk

B. Replace the disk and rebuild the RAID manually

C. Take no action if the RAID level supports a failed disk

D. Shut down FortiAnalyzer and replace the disk

Correct Answer: D

https://kb.fortinet.com/kb/documentLink.do?externallD=FD46446#:.~:text=0n%20FortiAnalyzer%
2FFortiManager%20devices%20that,to%20exchanging%20the%20hard%20disk.

If a hard disk on a FortiAnalyzer unit fails, it must be replaced. On FortiAnalyzer devices that support hardware RAID,
the hard disk can be replaced while the unit is still running ?known as hot swapping. On FortiAnalyzer units with
software RAID, the device must be shutdown prior to exchanging the hard disk.

Reference: https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap-Hard-Disk-onFortiAnalyzer/ta-

p/194997?externallD=FD41397#:~:text=1f%20a%20hard%20disk%200n,process% 20know
n%20as%20hot%20swapping

QUESTION 5

What are two of the key features of FortiAnalyzer? (Choose two.)
A. Centralized log repository

B. Cloud-based management

C. Reports

D. Virtual domains (VDOMSs)

Correct Answer: AC
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