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QUESTION 1

In the FortiAnalyzer FortiView, source and destination IP addresses from FortiGate devices are not resolving to a
hostname. 

How can you resolve the source and destination IP addresses, without introducing any additional performance impact to
FortiAnalyzer? 

A. Resolve IP addresses on a per-ADOM basis to reduce delay on FortiView while IPs resolve 

B. Configure # set resolve-ip enable in the system FortiView settings 

C. Configure local DNS servers on FortiAnalyzer 

D. Resolve IP addresses on FortiGate 

Correct Answer: D 

https://packetplant.com/fortigate-and-fortianalyzer-resolve-source-and-destination-ip/ 

"As a best practice, it is recommended to resolve IPs on the FortiGate end. This is because you get both 

source and destination, and it offloads the work from FortiAnalyzer. On FortiAnalyzer, this IP resolution 

does destination IPs only" 

 

QUESTION 2

What purposes does the auto-cache setting on reports serve? (Choose two.) 

A. To reduce report generation time 

B. To automatically update the hcache when new logs arrive 

C. To reduce the log insert lag rate 

D. To provide diagnostics on report generation time 

Correct Answer: AB 

Reference: https://docs.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/282280/enablingautocache 

 

QUESTION 3

What are two of the key features of FortiAnalyzer? (Choose two.) 

A. Centralized log repository 

B. Cloud-based management 

C. Reports 
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D. Virtual domains (VDOMs) 

Correct Answer: AC 

 

QUESTION 4

FortiAnalyzer centralizes which functions? (Choose three) 

A. Network analysis 

B. Graphical reporting 

C. Content archiving / data mining 

D. Vulnerability assessment 

E. Security log analysis / forensics 

Correct Answer: BCE 

 

QUESTION 5

What must you configure on FortiAnalyzer to upload a FortiAnalyzer report to a supported external server? (Choose
two.) 

A. SFTP, FTP, or SCP server 

B. Mail server 

C. Output profile 

D. Report scheduling 

Correct Answer: BC 

https://docs.fortinet.com/document/fortianalyzer/6.0.2/administration-guide/598322/creating-output-profiles 
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