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QUESTION 1

What are the operating modes of FortiAnalyzer? (Choose two) 

A. Standalone 

B. Manager 

C. Analyzer 

D. Collector 

Correct Answer: CD 

 

QUESTION 2

Which two statements are true regarding ADOM modes? (Choose two.) 

A. You can only change ADOM modes through CLI. 

B. In normal mode, the disk quota of the ADOM is fixed and cannot be modified, but in advance mode, the disk quota of
the ADOM is flexible because new devices are added to the ADOM. 

C. In an advanced mode ADOM. you can assign FortiGate VDOMs from a single FortiGate device to multiple
FortiAnalyzer ADOMs. 

D. Normal mode is the default ADOM mode. 

Correct Answer: CD 

Reference: https://help.fortinet.com/fa/faz50hlp/56/5-6-1/FMG- FAZ/0800_ADOMs/0400_ADOM%
20Device%20Modes.htm 

 

QUESTION 3

What is the purpose of the following CLI command? 

A. To add a log file checksum 

B. To add the MD\\'s hash value and authentication code 

C. To add a unique tag to each log to prove that it came from this FortiAnalyzer 

D. To encrypt log communications 
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Correct Answer: A 

https://docs2.fortinet.com/document/fortianalyzer/6.0.3/cli-reference/849211/global 

 

QUESTION 4

For which two purposes would you use the command set log checksum? (Choose two.) 

A. To help protect against man-in-the-middle attacks during log upload from FortiAnalyzer to an SFTP server 

B. To prevent log modification or tampering 

C. To encrypt log communications 

D. To send an identical set of logs to a second logging server 

Correct Answer: AB 

 

QUESTION 5

What statements are true regarding the "store and upload" log transfer option between FortiAnalyzer and FortiGate?
(Choose three.) 

A. All FortiGates can send logs to FortiAnalyzer using the store and upload option. 

B. Only FortiGate models with hard disks can send logs to FortiAnalyzer using the store and upload option. 

C. Both secure communications methods (SSL and IPsec) allow the store and upload option. 

D. Disk logging is enabled on the FortiGate through the CLI only. 

E. Disk logging is enabled by default on the FortiGate. 

Correct Answer: BCD 
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