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QUESTION 1

A FortiEDR security event is causing a performance issue with a third-parry application. What must you do first about
the event? 

A. Contact Fortinet support 

B. Terminate the process and uninstall the third-party application 

C. Immediately create an exception 

D. Investigate the event to verify whether or not the application is safe 

Correct Answer: D 

 

QUESTION 2

A company requires a global exception for a FortiEDR multi-tenant environment. 

How can the administrator achieve this? 

A. The local administrator can create a new exception and share it with other organizations. 

B. A user account can create a new exception and share it with other organizations. 

C. The administrator can create a new exception and assign it globally to all organizations. 

D. The administrator can create a new exception policy for each organization hosted on FortiEDR. 

Correct Answer: C 

Fortiedr AdminGuide "For a multi-organization FortiEDR system, an Administrator who is assigned to All organizations
(see Users) can also specify whether the exception applies to all organizations. The All organizations option applies the
exception to all organizations, regardless of whether or not the security event already occurred." 

 

QUESTION 3

Which three steps does FortiXDR perform to find and prevent cyberattacks? (Choose three.) 

A. Extended analysis 

B. Extended detection 

C. Extended discovery 

D. Extended investigation 

E. Extended response 

Correct Answer: BDE 
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QUESTION 4

Refer to the exhibit. 

Based on the postman output shown in the exhibit why is the user getting an unauthorized error? 

A. The user has been assigned Admin and Rest API roles 

B. FortiEDR requires a password reset the first time a user logs in 

C. Postman cannot reach the central manager 

D. API access is disabled on the central manager 

Correct Answer: B 

 

QUESTION 5

How does FortiEDR implement post-infection protection? 

A. By preventing data exfiltration or encryption even after a breach occurs 

B. By using methods used by traditional EDR 

C. By insurance against ransomware 

D. By real-time filtering to prevent malware from executing 

Correct Answer: A 

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiedr.pdf 
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