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QUESTION 1

Which connectors can you use for the FortiEDR automated incident response? (Choose two.) 

A. FortiNAC 

B. FortiGate 

C. FortiSiem 

D. FortiSandbox 

Correct Answer: AB 

 

QUESTION 2

What is the role of a collector in the communication control policy? 

A. A collector blocks unsafe applications from running 

B. A collector is used to change the reputation score of any application that collector runs 

C. A collector records applications that communicate externally 

D. A collector can quarantine unsafe applications from communicating 

Correct Answer: C 

 

QUESTION 3

Which statement is true about the flow analyzer view in forensics? 

A. It displays a graphic flow diagram. 

B. Two events can be compared side-by-side. 

C. It shows details about processes and sub processes. 

D. The stack memory of a specific device can be retrieved 

Correct Answer: A 

 

QUESTION 4

Which FortiEDR component is required to find malicious files on the entire network of an organization? 

A. FortiEDR Aggregator 

B. FortiEDR Central Manager 
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C. FortiEDR Threat Hunting Repository 

D. FortiEDR Core 

Correct Answer: C 

 

QUESTION 5

What is the purpose of the Threat Hunting feature? 

A. Delete any file from any collector in the organization 

B. Find and delete all instances of a known malicious file or hash in the organization 

C. Identify all instances of a known malicious file or hash and notify affected users 

D. Execute playbooks to isolate affected collectors in the organization 

Correct Answer: B 

"Threat hunting allows management console users to find and remediate dormant threats before they execute.
Essentially it\\'s a search and destroy operation." 
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