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QUESTION 1

Which of the following statements regarding Banned Words are correct? (Select all that apply.)

A. The FortiGate unit can scan web pages and email messages for instances of banned words.

B. When creating a banned word list, an administrator can indicate either specific words or patterns.
C. Banned words can be expressed as simple text, wildcards or regular expressions.

D. Content is automatically blocked if a single instance of a banned word appears.

E. The FortiGate unit updates banned words on a periodic basis.

Correct Answer: ABC

QUESTION 2

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the antivirus and email filter profiles applied to this policy.

Exhibit A: Exhibit B:

Edit AntiVirus Profile

Name &= AComing
Comments |sirize a camment.., /255
Inspection Made = Proxy  Flow-based

[T Inspel Suspiciuus Files with FuilliGudrd aroalylics

SMTP

FOPRP3

IMapP

MAPI

File Transfer

FTP

M

1CQ, Yahoo, M5N Messenger

I A i 3

1

A

' Apply
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View Email Filter Profile 5

Mame |EF-incaming

Comments [\irite a comment.., 07255

Inspection Mode & Proxy € Flow-based

[¥ Enable Spam Detection and Filtering

s e EPoP3 @ sMTP

Spam Action Tagged Tagged IDiscard 'I
Tag Lacation ISubject '-'I ISubject '-'I | Subiject 'I

Tag Farmat ISpam |Spam |5pam

P FortiGuard Spam Filtering
P Lacal Spam Filkering
| Return |

What is the correct behavior when the email attachment is detected as a virus by the FortiGate antivirus engine?

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
that the original attachment was infected.

B. The FortiGate unit will reject the infected email and the sender will receive a failed delivery message.

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed.

D. The FortiGate unit will reject the infected email and notify the sender.

Correct Answer: B

QUESTION 3

What are the main management wizards used in Device Manager?
A. Add Device, Provisioning Templates, and View Installation

B. Add Device, Install Wizard, and Import Policy

C. Script, Configuring CLI-Objects, and Re-install Policy

D. View Installation, Import Policy, and Script

Correct Answer: B

QUESTION 4

A network administrator connects his PC to the INTERNAL interface on a FortiGate unit. The administrator attempts to
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make an HTTPS connection to the FortiGate unit on the VLANL1 interface at the IP address of 10.0.1.1, but gets no
connectivity.

The following troubleshooting commands are executed from the DOS prompt on the PC and from the CLI. C:\>ping
10.0.1.1 Pinging 10.0.1.1 with 32 bytes of data: Reply from 10.0.1.1: bytes=32 time=1ms TTL=255 Reply from 10.0.1.1:
bytes=32 time VLANL1.

Correct Answer: D

QUESTION 5

Which of the following network protocols are supported for administrative access to a FortiGate unit?
A. HTTPS, HTTP, SSH, TELNET, PING, SNMP

B. FTP, HTTPS, NNTP, TCP, WINS

C. HTTP, NNTP, SMTP, DHCP

D. Telnet, FTP, RLOGIN, HTTP, HTTPS, DDNS

E. Telnet, UDP, NNTP, SMTP

Correct Answer: A
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