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QUESTION 1

The transfer of encrypted files or the use of encrypted protocols between users and servers on the internet can frustrate
the efforts of administrators attempting to monitor traffic passing through the FortiGate unit and ensuring user
compliance to corporate rules. 

Which of the following items will allow the administrator to control the transfer of encrypted data through the FortiGate
unit? (Select all that apply.) 

A. Encrypted protocols can be scanned through the use of the SSL proxy. 

B. DLP rules can be used to block the transmission of encrypted files. 

C. Firewall authentication can be enabled in the firewall policy, preventing the use of encrypted communications
channels. 

D. Application control can be used to monitor the use of encrypted protocols; alerts can be sent to the administrator
through email when the use of encrypted protocols is attempted. 

Correct Answer: ABD 

 

QUESTION 2

When browsing to an internal web server using a web-mode SSL VPN bookmark, from which of the following source IP
addresses would the web server consider the HTTP request to be initiated? 

A. The remote user\\'s virtual IP address. 

B. The FortiGate unit\\'s internal IP address. 

C. The remote user\\'s public IP address. 

D. The FortiGate unit\\'s external IP address. 

Correct Answer: B 

 

QUESTION 3

Examine the firewall configuration shown below; then answer the question following it. 

Which of the following statements are correct based on the firewall configuration illustrated in the exhibit? (Select all that
apply.) 

A. A user can access the Internet using only the protocols that are supported by user authentication. 
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B. A user can access the Internet using any protocol except HTTP, HTTPS, Telnet, and FTP. These require
authentication before the user will be allowed access. 

C. A user must authenticate using the HTTP, HTTPS, SSH, FTP, or Telnet protocol before they can access any
services. 

D. A user cannot access the Internet using any protocols unless the user has passed firewall authentication. 

Correct Answer: AD 

 

QUESTION 4

What statements are true regarding RAID? (Choose three.) 

A. RAID is supported on all FortiAnalyzer models (both hardware appliances and virtual appliances). 

B. RAID backs up log information. 

C. RAID requires multiple identical drives. 

D. RAID levels determine how data is distributed across drives. 

E. RAID status is available via the CLI only. 

Correct Answer: CDE 

 

QUESTION 5

How is traffic routed onto an SSL VPN tunnel from the FortiGate unit side? 

A. A static route must be configured by the administrator using the ssl.root interface as the outgoing interface. 

B. Assignment of an IP address to the client causes a host route to be added to the FortiGate unit\\'s kernel routing
table. 

C. A route back to the SSLVPN IP pool is automatically created on the FortiGate unit. 

D. The FortiGate unit adds a route based upon the destination address in the SSL VPN firewall policy. 

Correct Answer: B 
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