
https://www.pass4itsure.com/nse5.html
2024 Latest pass4itsure NSE5 PDF and VCE dumps Download

 

 

 

NSE5Q&As

Fortinet Network Security Expert 5 Written Exam (500)

Pass Fortinet NSE5 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4itsure.com/nse5.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Fortinet
Official Exam Center

 

 

NSE5 PDF Dumps | NSE5 Study Guide | NSE5 Braindumps                                1 / 4

https://www.pass4itsure.com/nse5.html
https://www.pass4itsure.com/nse5.html
https://www.pass4itsure.com/nse5.html


https://www.pass4itsure.com/nse5.html
2024 Latest pass4itsure NSE5 PDF and VCE dumps Download

QUESTION 1

Which of the following logging options are supported on a FortiGate unit? (Select all that apply.) 

A. LDAP 

B. Syslog 

C. FortiAnalyzer 

D. Local disk and/or memory 

Correct Answer: BCD 

 

QUESTION 2

In which order are firewall policies processed on the FortiGate unit? 

A. They are processed from the top down according to their sequence number. 

B. They are processed based on the policy ID number shown in the left hand column of the policy window. 

C. They are processed on best match. 

D. They are processed based on a priority value assigned through the priority column in the policy window. 

Correct Answer: A 

 

QUESTION 3

Which statement is correct regarding virus scanning on a FortiGate unit? 

A. Virus scanning is enabled by default. 

B. Fortinet Customer Support enables virus scanning remotely for you. 

C. Virus scanning must be enabled in a UTM security profile and the UTM security profile must be assigned to a firewall
policy. 

D. Enabling virus scanning in a UTM security profile enables virus scanning for all traffic flowing through the FortiGate
device. 

Correct Answer: C 

 

QUESTION 4

Examine the Exhibits shown below, then answer the question that follows. Review the following DLP Sensor (Exhibit 1): 
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Review the following File Filter list for rule #1 (Exhibit 2): Review the following File Filter list for rule #2 (Exhibit 3): 

Review the following File Filter list for rule #3 (Exhibit 4): 

An MP3 file is renamed to `workbook.exe\\' and put into a ZIP archive. It is then sent through the FortiGate device over
HTTP. It is intercepted and processed by the configuration shown in the above Exhibits 1-4. 

Assuming the file is not too large for the File scanning threshold, what action will the FortiGate unit take? 

A. The file will be detected by rule #1 as an `Audio (mp3)\\', a log entry will be created and it will be allowed to pass
through. 

B. The file will be detected by rule #2 as a "*.exe", a log entry will be created and the interface that received the traffic
will be brought down. 

C. The file will be detected by rule #3 as an Archive(zip), blocked, and a log entry will be created. 

D. Nothing, the file will go undetected. 

Correct Answer: A 

 

QUESTION 5

Which statements are true regarding securing communications between FortiAnalyzer and FortiGate with SSL?
(Choose two.) 

A. SSL is the default setting. 

B. SSL communications are auto-negotiated between the two devices. 

C. SSL can send logs in real-time only. 

D. SSL encryption levels are globally set on FortiAnalyzer. 
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E. FortiAnalyzer encryption level must be equal to, or higher than, FortiGate. 

Correct Answer: AD 
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