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QUESTION 1

Refer to the exhibit, which contains a session diagnostic output.

timeout=0

Which statement is true about the session diagnostic output?
A. The session is a UDP unidirectional state.

B. The session is in TCP ESTABLISHED state.

C. The session is a bidirectional UDP connection.

D. The session is a bidirectional TCP connection.

Correct Answer: C

https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

QUESTION 2

Refer to the exhibits to view the firewall policy (Exhibit A) and the antivirus profile (Exhibit B).
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Exhibit A |

Edit Policy
Inspection Mode _ Proxy-based

Firewall / Network Options
NAT O

ppootConturation | TRy

Use Dynamic IP Pool
Preserve Source Port O

Protocol Options 520 default

Security Profiles

AntiVirus L & default
Web Filter »

DNS Filter »

Application Control »

IPS »

SSL Inspection 4 deep-inspection
Decrypted Traffic Mirror O
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[ Exhibit B

Edit AntiVirus Profile

Name default

Comments Scan files and block viruses. 29293

Detect Viruses m Monitor
Feature set m Proxy-based

Inspected Protocols

HTTP &

SMTP ©

POP3 ©

IMAP @D

FTP ©

CIFs O

APT Protection Options

Treat Windows Executables in Email Attachments as Viruses @O

Include Mobile Malware Protection L &
Virus Outbreak Prevention @

Use FortiGuard Outbreak Prevention Database ()
Use External Malware Block List @ »

Which statement is correct if a user is unable to receive a block replacement message when downloading an infected
file for the first time?

A. The firewall policy performs the full content inspection on the file.

B. The flow-based inspection is used, which resets the last packet to the user.

C. The volume of traffic being inspected is too high for this model of FortiGate.

D. The intrusion prevention security profile needs to be enabled when using flow-based inspection mode.

Correct Answer: B
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ONL"; If the virus is detected at the";STAR"; of the connection, the IPS engine sends the block replacement message
immediately When a virus is detected on a TCP session (FIRST TIME), but where";SOME PACKET"; have been
already forwarded to the receiver, FortiGate "resets the connection" and does not send the last piece of the file.
Although the receiver got most of the file content, the file has been truncated and therefore, can\\'t be opened. The IPS
engine also caches the URL of the infected file, so that if a "SECOND ATTEMPT" to transmit the file is made, the IPS
engine will then send a block replacement message to the client instead of scanning the file again. In flow mode, the
FortiGate drops the last packet killing the file. But because of that the block replacement message cannot be displayed.
If the file is attempted to download again the block message will be shown.

QUESTION 3

Which two settings are required for SSL VPN to function between two FortiGate devices? (Choose two.)

A. The client FortiGate requires a client certificate signed by the CA on the server FortiGate.

B. The client FortiGate requires a manually added route to remote subnets.

C. The client FortiGate uses the SSL VPN tunnel interface type to connect SSL VPN.

D. The server FortiGate requires a CA certificate to verify the client FortiGate certificate.

Correct Answer: CD
https://docs.fortinet.com/document/fortigate/7.0.9/administration-guide/508779/fortigate-as-ssl-vpn-client To establish an
SSL VPN connection between two FortiGate devices, the following two settings are required: The server FortiGate
requires a CA certificate to verify the client FortiGate certificate: The server FortiGate will use a CA (Certificate
Authority) certificate to verify the client FortiGate certificate, ensuring that the client device is trusted and

allowed to establish an SSL VPN connection.

The client FortiGate requires the SSL VPN tunnel interface type to connect SSL VPN: The client FortiGate must have an
SSL VPN tunnel interface type configured in order to establish an SSL VPN connection. This interface type will be used

to connect to the server FortiGate over the SSL VPN.

QUESTION 4

On FortiGate, which type of logs record information about traffic directly to and from the FortiGate management IP
addresses?

A. System event logs

B. Forward traffic logs

C. Local traffic logs

D. Security logs

Correct Answer: C

Reference: https://docs.fortinet.com/document/fortigate/5.4.0/cookbook/476970 Traffic logs record the traffic flowing

through your FortiGate unit. Since traffic needs firewall policies to properly flow through FortiGate, this type of logging is
also called firewall policy logging. Firewall policies control all traffic attempting to pass through the FortiGate unit,
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between FortiGate interfaces, zones, and VLAN sub-interfaces. FortiGate Security 7.2 Study Guide (p.176): "Local
traffic logs contain information about traffic directly to and from the FortiGate management IP addresses. They also
include connections to the GUI and FortiGuard queries."

QUESTION 5

Refer to the exhibits.

2 100% idle D% iowait 0% irg O% softirg
idle 0% iowait 0% irg 0% softirg
106111k free (5.1%), 100000k freeable (4.8%)
Bl / D kbps in 10 minutes, 81 / 0 kbps in 30

ions in 10 minutes,

and 1nm last 1 minute,

' 1 minute

I minutes

lobal
use-threshold-red BB

use-threshold-extreme

use-threshold-green

Exhibit A shows system performance output. Exhibit B shows a FortiGate configured with the default configuration of
high memory usage thresholds. Based on the system performance output, which two statements are correct? (Choose
two.)

A. Administrators can access FortiGate only through the console port.

B. FortiGate has entered conserve mode.

C. FortiGate will start sending all files to FortiSandbox for inspection.

D. Administrators cannot change the configuration.

Correct Answer: BD

Reference: https://community.fortinet.com/t5/FortiGate/Technical-Tip-Conserve-mode-changes/ta-p/198502

configurable thresholds

Though it is recommended to keep the default memory threshold, a new CLI command has been added to allow
administrators to adjust the thresholds.

Default values are :
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-red : 88% of total memory is considered "used memory"
-extreme : 95% of total memory is considered "used memory"

-green : 82% of total memory is considered "used memory"
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