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QUESTION 1

Which CLI command allows administrators to troubleshoot Layer 2 issues, such as an IP address conflict? 

A. get system status 

B. get system performance status 

C. diagnose sys top 

D. get system arp 

Correct Answer: D 

"If you suspect that there is an IP address conflict, or that an IP has been assigned to the wrong device, you may need
to look at the ARP table." 

 

QUESTION 2

An administrator does not want to report the logon events of service accounts to FortiGate. What setting on the collector
agent is required to achieve this? 

A. Add the support of NTLM authentication. 

B. Add user accounts to Active Directory (AD). 

C. Add user accounts to the FortiGate group fitter. 

D. Add user accounts to the Ignore User List. 

Correct Answer: D 

Reference: https://community.fortinet.com/t5/Support-Forum/Collector-Agent-and-problem-getting-login-info/m-p/95481 

 

QUESTION 3

Refer to the exhibit. 

Which contains a session list output. Based on the information shown in the exhibit, which statement is true? 
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A. Destination NAT is disabled in the firewall policy. 

B. One-to-one NAT IP pool is used in the firewall policy. 

C. Overload NAT IP pool is used in the firewall policy. 

D. Port block allocation IP pool is used in the firewall policy. 

Correct Answer: B 

FortiGate_Security_6.4 page 155 . In one-to-one, PAT is not required. 

 

QUESTION 4

Which two statements are correct regarding FortiGate FSSO agentless polling mode? (Choose two.) 

A. FortiGate points the collector agent to use a remote LDAP server. 

B. FortiGate uses the AD server as the collector agent. 

C. FortiGate uses the SMB protocol to read the event viewer logs from the DCs. 

D. FortiGate queries AD by using the LDAP to retrieve user group information. 

Correct Answer: CD 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD47732 

 

QUESTION 5

What is the effect of enabling auto-negotiate on the phase 2 configuration of an IPsec tunnel? 

A. FortiGate automatically negotiates different local and remote addresses with the remote peer. 

B. FortiGate automatically negotiates a new security association after the existing security association expires. 

C. FortiGate automatically negotiates different encryption and authentication algorithms with the remote peer. 

D. FortiGate automatically brings up the IPsec tunnel and keeps it up, regardless of activity on the IPsec tunnel. 

Correct Answer: D 

https://kb.fortinet.com/kb/documentLink.do?externalID=12069 

FortiGate Infrastructure 7.2 Study Guide (p.264): "...then FortiGate might drop interesting traffic because of the absence
of active SAs. To prevent this, you can enable Auto- negotiate. When you do this, FortiGate not only negotiates new
SAs before the current SAs expire, but it also starts using the new SAs right away." "Another benefit of enabling Auto-
negotiate is that the tunnel comes up and stays up automatically, even when there is no interesting traffic. When you
enable Autokey Keep Alive and keep Auto-negotiate disabled, the tunnel does not come up automatically unless there is
interesting traffic. However, after the tunnel is up, it stays that way because FortiGate periodically sends keep alive
packets over the tunnel. Note that when you enable Auto-negotiate, Autokey Keep Alive is implicitly enabled." 
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