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QUESTION 1

Which of the following SD-WAN load balancing method use interface weight value to distribute traffic? (Choose two.)
A. Source IP

B. Spillover

C. Volume

D. Session

Correct Answer: CD

https://docs.fortinet.com/document/fortigate/6.0.0/handbook/49719/configuring-sd-wan-load-balancing

QUESTION 2

Refer to the exhibits.

Connectlon status =

Connection VPN

Server: https://10.200.1.1:1443/
Status Connecting..

Duration:

Bytes received 0

Bytes sent 0
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The SSL VPN connection fails when a user attempts to connect to it. What should the user do to successfully connect to
SSL VPN?

A. Change the SSL VPN port on the client.
B. Change the Server IP address.

C. Change the idle-timeout.

D. Change the SSL VPN portal to the tunnel.

Correct Answer: A
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Reference: https://docs.fortinet.com/document/fortigate/5.4.0/cookbook/150494

QUESTION 3

How does FortiGate act when using SSL VPN in web mode?
A. FortiGate acts as an FDS server.

B. FortiGate acts as an HTTP reverse proxy.

C. FortiGate acts as DNS server.

D. FortiGate acts as router.

Correct Answer: B

Reference: https://pub.kb.fortinet.com/ksmcontent/Fortinet-Public/current/Fortigate_v4.0MR3/fortigate-
sslvpn-40-mr3.pdf

QUESTION 4

Which two statements about FortiGate FSSO agentless polling mode are true? (Choose two.)
A. FortiGate uses the AD server as the collector agent.

B. FortiGate uses the SMB protocol to read the event viewer logs from the DCs.

C. FortiGate does not support workstation check .

D. FortiGate directs the collector agent to use a remote LDAP server.

Correct Answer: BC

You can deploy FSSO w/o installing an agent. FG polls the DCs directly, instead of receiving logon info indirectly from a
collector agent.

Because FG collects all of the data itself, agentless polling mode requires greater system resources, and it doesn\\'t
scale as easily.

Agentless polling mode operates in a similar way to WinSecLog, but with only two event IDs: 4768 and 4769. Because
there\\'s no collector agent, FG uses the SMB protocol to read the event viewer logs from the DCs.

FG acts as a collector. It \\'s responsible for polling on top of its normal FSSO tasks but does not have all the extra
features, such as workstation checks, that are available with the external collector agent.

Reference: https://kb.fortinet.com/kb/documentLink .do?externallD=FD47732 https://community.fortinet.com/t5/FortiGat
e/Troubleshooting-Tip-How-to-troubleshoot-FSSO-agentless-polling/ta-p/214349

QUESTION 5

Which statement correctly describes NetAPI polling mode for the FSSO collector agent?
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A. The collector agent uses a Windows API to query DCs for user logins.
B. NetAPI polling can increase bandwidth usage in large networks.

C. The collector agent must search security event logs.

D. The NetSession Enum function is used to track user logouts.

Correct Answer: D

FortiGate_Infrastructure_7.0 page 270: "NetAPI: polls temporary sessions created on the DC when a user logs in or
logs out and calls the NetSessionEnum function in Windows."

Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD34906
https://kb.fortinet.com/kb/microsites/search.do?cmd=displayKCanddocType=kcandexternalld=FD34906andsliceld=1
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