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QUESTION 1

An administrator has configured two-factor authentication to strengthen SSL VPN access. Which additional best practice
can an administrator implement? 

A. Configure Source IP Pools. 

B. Configure split tunneling in tunnel mode. 

C. Configure different SSL VPN realms. 

D. Configure host check . 

Correct Answer: D 

 

QUESTION 2

Which two settings can be separately configured per VDOM on a FortiGate device? (Choose two.) 

A. System time 

B. FortiGuaid update servers 

C. Operating mode 

D. NGFW mode 

Correct Answer: CD 

C: "Operating mode is per-VDOM setting. You can combine transparent mode VDOM\\'s with NAT mode VDOMs on the
same physical Fortigate. 

D:

 "Inspection-mode selection has moved from VDOM to firewall policy, and the default inspection-mode is flow, so NGFW
Mode can be changed from Profile-base (Default) to Policy-base directly in System > Settings from the VDOM" Page
125 of FortiGate_Infrastructure_6.4_Study_Guide 

 

QUESTION 3

Examine this PAC file configuration. 

Which of the following statements are true? (Choose two.) 

A. Browsers can be configured to retrieve this PAC file from the FortiGate. 

B. Any web request to the 172.25. 120.0/24 subnet is allowed to bypass the proxy. 

C. All requests not made to Fortinet.com or the 172.25. 120.0/24 subnet, have to go through altproxy.corp.com: 8060. 

D. Any web request fortinet.com is allowed to bypass the proxy. 
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Correct Answer: AD 

 

QUESTION 4

Which statement describes a characteristic of automation stitches? 

A. They can have one or more triggers. 

B. They can be run only on devices in the Security Fabric. 

C. They can run multiple actions simultaneously. 

D. They can be created on any device in the fabric. 

Correct Answer: C 

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/351998/creating-automation-stitches
https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/139441/automation-stitches 

 

QUESTION 5

Which two attributes are required on a certificate so it can be used as a CA certificate on SSL Inspection? (Choose
two.) 

A. The keyUsage extension must be set to keyCertSign. 

B. The common name on the subject field must use a wildcard name. 

C. The issuer must be a public CA. 

D. The CA extension must be set to TRUE. 

Correct Answer: AD 

"In order for FortiGate to act in these roles, its CA certificate must have the basic constraints extension set to cA=True
and the value of the keyUsage extension set to keyCertSign." Reference:
https://www.reddit.com/r/fortinet/comments/c7j6jg/recommended_ssl_cert/ 
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