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QUESTION 1

Refer to the exhibit. 

Which contains a network diagram and routing table output. 

The Student is unable to access Webserver. 

What is the cause of the problem and what is the solution for the problem? 

A. The first packet sent from Student failed the RPF check. This issue can be resolved by adding a static route to
10.0.4.0/24 through wan1. 

B. The first reply packet for Student failed the RPF check. This issue can be resolved by adding a static route to
10.0.4.0/24 through wan1. 

C. The first reply packet for Student failed the RPF check . This issue can be resolved by adding a static route to 203.0.
114.24/32 through port3. 

D. The first packet sent from Student failed the RPF check. This issue can be resolved by adding a static route to 203.0.
114.24/32 through port3. 

Correct Answer: D 

 

 

QUESTION 2

Refer to the exhibit. 
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The exhibit shows a diagram of a FortiGate device connected to the network, the firewall policy and VIP configuration on
the FortiGate device, and the routing table on the ISP router. 

When the administrator tries to access the web server public address (203.0.113.2) from the internet, the connection
times out. At the same time, the administrator runs a sniffer on FortiGate to capture incoming web traffic to the server
and does not see any output. 

Based on the information shown in the exhibit, what configuration change must the administrator make to fix the
connectivity issue? 

A. Configure a loopback interface with address 203.0.113.2/32. 

B. In the VIP configuration, enable arp-reply. 

C. Enable port forwarding on the server to map the external service port to the internal service port. 

D. In the firewall policy configuration, enable match-vip. 

Correct Answer: B 

FortiGate Security 7.2 Study Guide (p.115): "Enabling ARP reply is usually not required in most networks because the
routing tables on the adjacent devices contain the correct next hop information, so the networks are reachable.
However, sometimes the routing configuration is not fully correct, and having ARP reply enabled can solve the issue for
you. For this reason, it\\'s a best practice to keep ARP reply enabled." 

 

QUESTION 3

In consolidated firewall policies, IPv4 and IPv6 policies are combined in a single consolidated policy. Instead of separate
policies. Which three statements are true about consolidated IPv4 and IPv6 policy configuration? (Choose three.) 

A. The IP version of the sources and destinations in a firewall policy must be different. 

B. The Incoming Interface. Outgoing Interface. Schedule, and Service fields can be shared with both IPv4 and IPv6. 
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C. The policy table in the GUI can be filtered to display policies with IPv4, IPv6 or IPv4 and IPv6 sources and
destinations. 

D. The IP version of the sources and destinations in a policy must match. 

E. The policy table in the GUI will be consolidated to display policies with IPv4 and IPv6 sources and destinations. 

Correct Answer: BDE 

 

QUESTION 4

Which scanning technique on FortiGate can be enabled only on the CLI? 

A. Heuristics scan 

B. Trojan scan 

C. Antivirus scan 

D. Ransomware scan 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortigate/6.0.0/handbook/567568/enabling-scanning 

 

QUESTION 5

An administrator has configured outgoing Interface any in a firewall policy. Which statement is true about the policy list
view? 

A. Policy lookup will be disabled. 

B. By Sequence view will be disabled. 

C. Search option will be disabled 

D. Interface Pair view will be disabled. 

Correct Answer: D 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD47821 
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