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QUESTION 1

Why does FortiGate keep TCP sessions in the session table for some seconds even after both sides (client and server)
have terminated the session? 

A. To remove the NAT operation. 

B. To generate logs 

C. To finish any inspection operations. 

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets. 

Correct Answer: D 

 

 

QUESTION 2

Which feature in the Security Fabric takes one or more actions based on event triggers? 

A. Fabric Connectors 

B. Automation Stitches 

C. Security Rating 

D. Logical Topology 

Correct Answer: B 

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/286973/fortinet-security-fabric 

 

QUESTION 3

Refer to the exhibit. 

Examine the intrusion prevention system (IPS) diagnostic command. 

Which statement is correct If option 5 was used with the IPS diagnostic command and the outcome was a decrease in
the CPU usage? 
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A. The IPS engine was inspecting high volume of traffic. 

B. The IPS engine was unable to prevent an intrusion attack . 

C. The IPS engine was blocking all traffic. 

D. The IPS engine will continue to run in a normal state. 

Correct Answer: A 

fortinet-fortigate-security-study-guide-for-fortios-72 page 417 If there are high-CPU use problems caused by the IPS,
you can use the diagnose test application ipsmonitor command with option 5 to isolate where the problem might be.
Option 5 enables IPS bypass mode. In this mode, the IPS engine is still running, but it is not inspecting traffic. If the
CPU use decreases after that, it usually indicates that the volume of traffic being inspected is too high for that FortiGate
model. 

Reference: https://docs.fortinet.com/document/fortigate/6.2.3/cookbook/232929/troubleshooting-high-cpu-usage 

 

QUESTION 4

Refer to the exhibit, which contains a static route configuration. An administrator created a static route for Amazon Web
Services. 

Which CLI command must the administrator use to view the route? 

A. get router info routing-table database 

B. diagnose firewall route list 

C. get internet-service route list 

D. get router info routing-table all 

Correct Answer: B 

ISDB static route will not create entry directly in routing-table. Reference:
https://community.fortinet.com/t5/FortiGate/Technical-Tip-Creating-a-static-route-for- Predefined-Internet/ta-p/198756
and here https://community.fortinet.com/t5/FortiGate/Technical-Tip-Verify-the-matching- policy-route/ta-p/190640 

FortiGate Infrastructure 7.2 Study Guide (p.16 and p.59): "Even though they are configured as static routes, ISDB
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routes are actually policy routes and take precedence over any other routes in the routing table. As such, ISDB routes
are added to the policy routing table." "FortiOS maintains a policy route table that you can view by running the diagnose
firewall proute list command." 

 

QUESTION 5

Which two statements ate true about the Security Fabric rating? (Choose two.) 

A. It provides executive summaries of the four largest areas of security focus. 

B. Many of the security issues can be fixed immediately by clicking Apply where available. 

C. The Security Fabric rating must be run on the root FortiGate device in the Security Fabric. 

D. The Security Fabric rating is a free service that comes bundled with alt FortiGate devices. 

Correct Answer: BC 

Reference: https://docs.fortinet.com/document/fortigate/6.4.0/administration-guide/292634/security-rating 
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