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QUESTION 1

Which engine handles application control traffic on the next-generation firewall (NGFW) FortiGate?
A. Antivirus engine

B. Intrusion prevention system engine

C. Flow engine

D. Detection engine

Correct Answer: B

Reference: http://docs.fortinet.com/document/fortigate/6.0.0/handbook/240599/application-control

QUESTION 2

Which two settings can be separately configured per VDOM on a FortiGate device? (Choose two.)
A. System time

B. FortiGuaid update servers

C. Operating mode

D. NGFW mode

Correct Answer: CD

C: "Operating mode is per-VDOM setting. You can combine transparent mode VDOM\\'s with NAT mode VDOMSs on the
same physical Fortigate.

D: "Inspection-mode selection has moved from VDOM to firewall policy, and the default inspection-mode is flow, so

NGFW Mode can be changed from Profile-base (Default) to Policy-base directly in System > Settings from the VDOM"
Page 125 of FortiGate_Infrastructure_6.4_Study_Guide

QUESTION 3

A FortiGate is operating in NAT mode and configured with two virtual LAN (VLAN) sub interfaces added to the physical
interface.

Which statements about the VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in
different subnets.

A. The two VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in different subnets.
B. The two VLAN sub interfaces must have different VLAN IDs.

C. The two VLAN sub interfaces can have the same VLAN ID, only if they belong to different VDOMs.
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D. The two VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in the same subnet.
Correct Answer: B

FortiGate_Infrastructure_6.0_Study_Guide_v2-Online.pdf ?gt; page 147 "Multiple VLANs can coexist in the same
physical interface, provide they have different VLAN ID"

QUESTION 4

In which two ways can RPF checking be disabled? (Choose two )

A. Enable anti-replay in firewall policy.

B. Disable the RPF check at the FortiGate interface level for the source check
C. Enable asymmetric routing.

D. Disable strict-arc-check under system settings.

Correct Answer: CD

Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD33955

QUESTION 5

Which statements best describe auto discovery VPN (ADVPN). (Choose two.)

A. It requires the use of dynamic routing protocols so that spokes can learn the routes to other spokes.
B. ADVPN is only supported with IKEv2.

C. Tunnels are negotiated dynamically between spokes.

D. Every spoke requires a static tunnel to be configured to other spokes so that phase 1 and phase 2 proposals are
defined in advance.

Correct Answer: AC
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