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QUESTION 1

FortiGuard categories can be overridden and defined in different categories. To create a web rating override for
example.com home page, the override must be configured using a specific syntax. 

Which two syntaxes are correct to configure web rating for the home page? (Choose two.) 

A. www.example.com:443 

B. www.example.com 

C. example.com 

D. www.example.com/index.html 

Correct Answer: BC 

FortiGate_Security_6.4 page 384 

When using FortiGuard category filtering to allow or block access to a website, one option is to make a web rating
override and define the website in a different category. Web ratings are only for host names-"no URLs or wildcard
characters are allowed". 

 

QUESTION 2

Which three statements about a flow-based antivirus profile are correct? (Choose three.) 

A. IPS engine handles the process as a standalone. 

B. FortiGate buffers the whole file but transmits to the client simultaneously. 

C. If the virus is detected, the last packet is delivered to the client. 

D. Optimized performance compared to proxy-based inspection. 

E. Flow-based inspection uses a hybrid of scanning modes available in proxy-based inspection. 

Correct Answer: BDE 

Reference: https://forum.fortinet.com/tm.aspx?m=192309 

 

 

QUESTION 3

A FortiGate is operating in NAT mode and configured with two virtual LAN (VLAN) sub interfaces added to the physical
interface. 

Which statements about the VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in
different subnets. 
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A. The two VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in different subnets. 

B. The two VLAN sub interfaces must have different VLAN IDs. 

C. The two VLAN sub interfaces can have the same VLAN ID, only if they belong to different VDOMs. 

D. The two VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in the same subnet. 

Correct Answer: B 

FortiGate_Infrastructure_6.0_Study_Guide_v2-Online.pdf ?gt; page 147 "Multiple VLANs can coexist in the same
physical interface, provide they have different VLAN ID" 

 

QUESTION 4

An organization\\'s employee needs to connect to the office through a high-latency internet connection. Which SSL VPN
setting should the administrator adjust to prevent the SSL VPN negotiation failure? 

A. Change the session-ttl. 

B. Change the login timeout. 

C. Change the idle-timeout. 

D. Change the udp idle timer. 

Correct Answer: B 

 

QUESTION 5

Which two statements are correct about SLA targets? (Choose two.) 

A. You can configure only two SLA targets per one Performance SLA. 

B. SLA targets are optional. 

C. SLA targets are required for SD-WAN rules with a Best Quality strategy. 

D. SLA targets are used only when referenced by an SD-WAN rule. 

Correct Answer: BD 

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/382233/performance-sla-sla-targets 
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