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QUESTION 1

Which three statements are true regarding session-based authentication? (Choose three.) 

A. HTTP sessions are treated as a single user. 

B. IP sessions from the same source IP address are treated as a single user. 

C. It can differentiate among multiple clients behind the same source IP address. 

D. It requires more resources. 

E. It is not recommended if multiple users are behind the source NAT 

Correct Answer: ACD 

 

QUESTION 2

An administrator has configured a strict RPF check on FortiGate. Which statement is true about the strict RPF check? 

A. The strict RPF check is run on the first sent and reply packet of any new session. 

B. Strict RPF checks the best route back to the source using the incoming interface. 

C. Strict RPF checks only for the existence of at cast one active route back to the source using the incoming interface. 

D. Strict RPF allows packets back to sources with all active routes. 

Correct Answer: B 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD33955 

 

QUESTION 3

A team manager has decided that, while some members of the team need access to a particular website, the majority of
the team does not 

Which configuration option is the most effective way to support this request? 

A. Implement a web filter category override for the specified website 

B. Implement a DNS filter for the specified website. 

C. Implement web filter quotas for the specified website 

D. Implement web filter authentication for the specified website. 

Correct Answer: D 
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QUESTION 4

What devices form the core of the security fabric? 

A. Two FortiGate devices and one FortiManager device 

B. One FortiGate device and one FortiManager device 

C. Two FortiGate devices and one FortiAnalyzer device 

D. One FortiGate device and one FortiAnalyzer device 

Correct Answer: C 

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/425100/components 

 

QUESTION 5

Refer to the web filter raw logs. 

Based on the raw logs shown in the exhibit, which statement is correct? 
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A. Social networking web filter category is configured with the action set to authenticate. 

B. The action on firewall policy ID 1 is set to warning. 

C. Access to the social networking web filter category was explicitly blocked to all users. 

D. The name of the firewall policy is all_users_web. 

Correct Answer: A 
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