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QUESTION 1

A network administrator has enabled SSL certificate inspection and antivirus on FortiGate. When downloading an
EICAR test file through HTTP, FortiGate detects the virus and blocks the file. When downloading the same file through
HTTPS, FortiGate does not detect the virus and the file can be downloaded.

What is the reason for the failed virus detection by FortiGate?

A. Application control is not enabled

B. SSL/SSH Inspection profile is incorrect

C. Antivirus profile configuration is incorrect D. Antivirus definitions are not up to date

Correct Answer: B

https traffic requires SSL decryption. Check the ssh inspection profile

QUESTION 2

Refer to the exhibits.

Exhibit A

Edit Policy

Name Facebook S50 Inspection

Incoming Interface ™ port2 -
Outgoing Interface M poril -
Source = all »
Destination 2 al x
Service ALL x

Firewall / Network Options

@ Leninl MAT s enabied so NAT settings from matching Central
I:PN"L-T L‘)lﬂ' s il e pplied

Security Profiles

SSLinspection B certificate-inspection A 4
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Exhibit B
Edit Policy
Name © Facebook Access
Incoming Interface ™ port2 -
Outgoing Interface ™ port1 -
Source = all b3
Destination 8 al x
Schedule always -
Service LIS P Specify
Application Facebook x
Facebook_Like Button & x
Facebook_Video.Play x
URL Category +
Action VA eIgE @ DENY
Firewall / Network Options
Protocol Options default v

The exhibits show the SSL and authentication policy (Exhibit A) and the security policy (Exhibit B) tor Facebook.

Users are given access to the Facebook web application. They can play video content hosted on Facebook but they are
unable to leave reactions on videos or other types of posts.

Which part of the policy configuration must you change to resolve the issue?
A. The SSL inspection needs to be a deep content inspection.

B. Force access to Facebook using the HTTP service.

C. Additional application signatures are required to add to the security policy.
D. Add Facebook in the URL category in the security policy.

Correct Answer: A

The lock logo behind Facebook_like.Button indicates that SSL Deep Inspection is Required.

QUESTION 3

Examine this FortiGate configuration:
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config system global
set av-failopen pass

end

Examine the output of the following debug command:

# diagnose hardware sysinfo conserve

memory conserve mode: on

total RAM: 3040 MB

memory used: 2943 MB 97% of total RAM

memory freeable: 92 MB 3% of total RAM

memory used + freeable threshold extreme: 2887 MB 95% of totzl RAM
memory used threshold red: 2675 MB 88% of total RAM

memory used threshold green: 24%2 MB B2% of total RAM

Based on the diagnostic outputs above, how is the FortiGate handling the traffic for new sessions that require
inspection?

A. Itis allowed, but with no inspection

B. It is allowed and inspected as long as the inspection is flow based

C. Itis dropped.

D. Itis allowed and inspected, as long as the only inspection required is antivirus.

Correct Answer: C

QUESTION 4

Refer to the exhibit to view the application control profile.
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Categories

~ All Categories

@~ Business (143, £36) ©~ Cloud.T (47, £31)

@ -  Collaboration (255, £>10) @~ Email (78, £12)

@~ Game (84) ©@ -~ General.Interest (229, &57)
@~ Mobile (3) @ ~  Network.Service (330)

@~ P2P (56) @ ~ | Proxy (168)

@~ Remote.Access 84) @ ~  Social.Media 116 . £531)
© - | Storage.Backup (162, £316) @~ Update (49)

@ v | Video/Audio (154, &> 14) @~  VoIP (24)

@~ WebClient (24) @~  Unknown Applications

(® Network Protocol Enforcement

Application and Filter Overrides

%+ CreateNew @ # Edit & Delete

Priority Details Type Action

1 A Excessive-Bandwidth | Fiter | @ Block
2 \i={[s] Apple Filter | ® Monitor

Users who use Apple FaceTime video conferences are unable to set up meetings.
In this scenario, which statement is true?

A. Apple FaceTime belongs to the custom monitored filter.

B. The category of Apple FaceTime is being monitored.

C. Apple FaceTime belongs to the custom blocked filter.

D. The category of Apple FaceTime is being blocked.

Correct Answer: C
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QUESTION 5

Refer to the exhibit.

The exhibit shows a CLI output of firewall policies, proxy policies, and proxy addresses. How does FortiGate process
the traffic sent to http://www.fortinet.com?

A. Traffic will be redirected to the transparent proxy and it will be allowed by proxy policy ID 3.

B. Traffic will not be redirected to the transparent proxy and it will be allowed by firewall policy ID 1.

C. Traffic will be redirected to the transparent proxy and It will be allowed by proxy policy ID 1.

D. Traffic will be redirected to the transparent proxy and it will be denied by the proxy implicit deny policy.

Correct Answer: D
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