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QUESTION 1

Why does FortiGate keep TCP sessions in the session table for some seconds even after both sides (client and server)
have terminated the session?

A. To remove the NAT operation.

B. To generate logs

C. To finish any inspection operations.

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets.

Correct Answer: D

QUESTION 2
Which statement regarding the firewall policy authentication timeout is true?

A. Itis an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source IP.

B. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source IP address after this timer has
expired.

C. Itis an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source MAC.

D. Itis a hard timeout. The FortiGate removes the temporary policy for a user\\'s source MAC address after this timer
has expired.

Correct Answer: A

QUESTION 3

An administrator wants to configure timeouts for users. Regardless of the userTMs behavior, the timer should start as
soon as the user authenticates and expire after the configured value.

Which timeout option should be configured on FortiGate?
A. auth-on-demand

B. soft-timeout

C. idle-timeout

D. new-session

E. hard-timeout
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Correct Answer: E

QUESTION 4

In an explicit proxy setup, where is the authentication method and database configured?
A. Proxy Policy

B. Authentication Rule

C. Firewall Policy

D. Authentication scheme

Correct Answer: D

QUESTION 5

Which certificate value can FortiGate use to determine the relationship between the issuer and the certificate?
A. Subject Key Identifier value

B. SMMIE Capabilities value

C. Subject value

D. Subject Alternative Name value

Correct Answer: A
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