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QUESTION 1

Which feature in the Security Fabric takes one or more actions based on event triggers?
A. Fabric Connectors

B. Automation Stitches

C. Security Rating

D. Logical Topology

Correct Answer: C

QUESTION 2

An administrator has configured a route-based IPsec VPN between two FortiGate devices. Which statement about this
IPsec VPN configuration is true?

A. A phase 2 configuration is not required.

B. This VPN cannot be used as part of a hub-and-spoke topology.

C. Avirtual IPsec interface is automatically created after the phase 1 configuration is completed.
D. The IPsec firewall policies must be placed at the top of the list.

Correct Answer: C

In a route-based configuration, FortiGate automatically adds a virtual interface eith the VPN name (Infrastructure Study
Guide, 206)

QUESTION 3

An administrator wants to configure Dead Peer Detection (DPD) on IPSEC VPN for detecting dead tunnels. The
requirement is that FortiGate sends DPD probes only when no traffic is observed in the tunnel.

Which DPD mode on FortiGate will meet the above requirement?
A. Disabled

B. On Demand

C. Enabled

D. On Idle

Correct Answer: D
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QUESTION 4

Refer to the exhibits to view the firewall policy (Exhibit A) and the antivirus profile (Exhibit B).

Exhibit A |
Edit Policy
Inspection Mode _ Proxy-based
Firewall / Network Options
NAT L &

ppootConturation | TRy

Use Dynamic IP Pool
Preserve Source Port O

Protocol Options 520 default

Security Profiles

AntiVirus © KB default
Web Filter »
DNS Filter »
Application Control »
IPS »

SSL Inspection A EZN deep-inspection
Decrypted Traffic Mirror (O
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[ Exhibit B

Edit AntiVirus Profile

Name default

Comments Scan files and block viruses. 29293

Detect Viruses m Monitor
Feature set m Proxy-based

Inspected Protocols

HTTP &

SMTP ©

POP3 ©

IMAP @D

FTP ©

CIFs O

APT Protection Options

Treat Windows Executables in Email Attachments as Viruses @O

Include Mobile Malware Protection L &
Virus Outbreak Prevention @

Use FortiGuard Outbreak Prevention Database ()
Use External Malware Block List @ »

Which statement is correct if a user is unable to receive a block replacement message when downloading an infected
file for the first time?

A. The firewall policy performs the full content inspection on the file.

B. The flow-based inspection is used, which resets the last packet to the user.

C. The volume of traffic being inspected is too high for this model of FortiGate.

D. The intrusion prevention security profile needs to be enabled when using flow-based inspection mode.

Correct Answer: B
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QUESTION 5

Refer to the exhibit to view the application control profile.

Categories

~ All Categories

®~ Business (143, £56) © - | Cloud.T (47, £31)

@ ~ | Collaboration (255, £310) @~ Email (78, £12)

@~ Game (84) © - | General.Interest (229, £&57)
@~ Mobile (3) @ ~  Network.Service (330)

@~ P2P (56) @ ~ | Proxy (168)

@~ Remote.Access 84) @ ~  Social.Media 116 . £531)
© - | Storage.Backup (162, £316) @~ Update (49)

@ v | Video/Audio (154, &> 14) @~ VolP (24)

@~ WebClient (24) @~  Unknown Applications

(® Network Protocol Enforcement

Application and Filter Overrides

%+ CreateNew @ # Edit & Delete

Priority Details Type Action

1 A Excessive-Bandwidth | Fiter | @ Block
2 \i={[s] Apple Filter | ® Monitor

Users who use Apple FaceTime video conferences are unable to set up meetings. In this scenario, which statement is
true?

A. Apple FaceTime belongs to the custom monitored filter.
B. The category of Apple FaceTime is being monitored.

C. Apple FaceTime belongs to the custom blocked filter.
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D. The category of Apple FaceTime is being blocked.

Correct Answer: C
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