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QUESTION 1

Which of the following route attributes must be equal for static routes to be eligible for equal cost multipath (ECMP)
routing? (Choose two.)

A. Priority
B. Metric
C. Distance
D. Cost

Correct Answer: AC

QUESTION 2

An administrator is investigating a report of users having intermittent issues with browsing the web. The administrator
ran diagnostics and received the output shown in the exhibit.

ror4=00000000

N

:ﬂ@unqﬁﬂﬁ

cont=0005e722

ids recv=000£dc94

url_:&cv:ﬂﬂﬂﬂﬂﬂﬁﬂ

av_recv=001feed’

fqdn_count=00000000

tcp reset stat: syncgf=119 acceptqf=0 no-listener=3995 data=0 ses=2 ips=0
global: ses limit=0 sesf limit=0 rt limit=0 rté limit=0

Examine the diagnostic output shown exhibit. Which of the following options is the most likely cause of this issue?
A. NAT port exhaustion

B. High CPU usage

C. High memory usage

D. High session timeout value
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Correct Answer: A

QUESTION 3

Examine this network diagram:

- port1 .
< _ 192.168.0.1
Client Serie
192.168.0.2 10.0.0.

Examine this explicit web proxy configuration:

Explicit Proxy

@ Explicit Web Proxy

Listen on Interfaces portl x
+

HTTP port 8080

HTTPS port Specify

FTP over HTTP »

Proxy auto-config (PAC) @

Proxy FQDN default.fgdn

Max HTTP request length 4 KB

Max HTTP message length 32 KB

Unknown HTTP version Best Effort

Realm default

Default Firewall Policy Action = Accept

What filter can be used in the command diagnose sniffer packet to capture the traffic between the client and the explicit
web proxy?

A. "host 10.0.0.50 and port 8080\

B. “host 10.0.0.50 and port 80\\
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C. "host 192.168.0.2 and port 8080\\
D. "host 192.168.0.1 and port 80\\'

Correct Answer: C

QUESTION 4

Which statement about FortiGuard services for FortiGate is true?

A. The web filtering database is downloaded locally on FortiGate.

B. Antivirus signatures are downloaded locally on FortiGate.

C. FortiGate downloads IPS updates using UDP port 53 or 8888.

D. FortiAnalyzer can be configured as a local FDN to provide antivirus and IPS updates.

Correct Answer: B

QUESTION 5

Examine this FortiGate configuration:
config system global
set av-failopen pass
end
Examine the output of the following debug command:
# diagnose hardware sysinfo conserve

memory conserve mode: on

total RAM: 3040 MB

memory used: 29483 MB 97% of total RAM

memory freeable: 92 MB 3% of total RAM

memory used + freeable threshold extreme: 2887 MB 95% of totzl RAM
memory used threshold red: 2675 MB 88% of total REM

memory used threshold green: 2492 MB B2% of total RAM
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Based on the diagnostic outputs above, how is the FortiGate handling the traffic for new sessions that require
inspection?

A. It is allowed, but with no inspection

B. It is allowed and inspected as long as the inspection is flow based

C. Itis dropped.

D. Itis allowed and inspected, as long as the only inspection required is antivirus.

Correct Answer: A
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