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QUESTION 1

When using WPAD DNS method, which FQDN format do browsers use to query the DNS server?
A. srv_proxy./wpad.dat

B. srv_tcp.wpad.

C. wpad.

D. proxy..wpad

Correct Answer: C

QUESTION 2

A FortiGate device has multiple VDOMs. Which statement about an administrator account configured with the default
prof_admin profile is true?

A. It can create administrator accounts with access to the same VDOM.
B. It cannot have access to more than one VDOM.

C. It can reset the password for the admin account.

D. It can upgrade the firmware on the FortiGate device.

Correct Answer: A

QUESTION 3

An administrator is attempting to allow access to https://fortinet.com through a firewall policy that is configured with a
web filter and an SSL inspection profile configured for deep inspection. Which of the following are possible actions to
eliminate the certificate error generated by deep inspection? (Choose two.)

A. Implement firewall authentication for all users that need access to fortinet.com.

B. Manually install the FortiGate deep inspection certificate as a trusted CA.

C. Configure fortinet.com access to bypass the IPS engine.

D. Configure an SSL-inspection exemption for fortinet.com.

Correct Answer: AD

QUESTION 4

Examine the exhibit, which contains a session diagnostic output.
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session info: proto=6 proto state=01 duration=26 expire=3594 timeout=3600 flags=00000000 sockflag=
00000000 sockport=0 av idx=0 use=4

origin-shaper= -

reply-shaper=

per ip shaper=

ha id=0 policy-dir=0 tunnel=/ vlan cos=0/255

stgte=may dirty N

statistichytes/packets/allow err): org=1490/14/1 reply=10479/13/1 tuples=2

tx speed (Bps/kbps):56/0 rx speed (Bps/kbps) :397/3

orgin->sink: org pre->post, reply pre->post dev=5->3/3->5 gwy=10.200.1.254/10.0.1.10
hook=post dir=org act=snat 10.0.1.10:60267->52.84.125.124:443(10.200.1.100:60267)
hook=pre dir=reply act=dnat 52.84.125.124:443->10.200.1.100:60267(10.0.1.10:60267)
pos/ (before,after) 0/(0,0), 0/(0,0)

misc=0 policy id=1 auth info=0 chk client info=0 wd=0

serial=00009bd8 tos=ff/ff app list=0 app=0 url cat=0

dd type=0 dd mode=0 - -

total session 129

Which of the following statements about the session diagnostic output is true?
A. The session is in ESTABLISHED state.

B. The session is in LISTEN state.

C. The session is in TIME_WAIT state.

D. The session is in CLOSE_WAIT state.

Correct Answer: A

QUESTION 5

Which of the following statements about virtual domains (VDOMSs) are true? (Choose two.)
A. The root VDOM is the management VDOM by default.

B. A FortiGate device has 64 VDOMs, created by default.

C. Each VDOM maintains its own system time.

D. Each VDOM maintains its own routing table.

Correct Answer: AD
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